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    Hyperlang

Hyperlang runs untrusted Erlang inside an Elixir host, on the same BEAM, with
no ambient authority. A guest is ordinary Erlang source. Hyperlang compiles
it through its verifier into a BEAM module that can call only its own
functions, a frozen stdlib allowlist and the host bindings you pass in. Every run is metered for
reductions, heap and wall time. Host-owned scopes admit and prioritise the
work.
The Erlang/OTP secure-coding guide says there is "no built-in sand-boxing
mechanism for running untrusted Erlang code", and the EEF advises an embedded
language such as Lua. Teams therefore use Luerl, WebAssembly, a restricted
evaluator, or a separate node or OS process. Hyperlang guests still share
schedulers, memory allocators, the atom table and the code server. Hyperlang
adds three properties:
	Guest code never becomes trusted loaded code.
	Every atom a guest can cause comes from a fixed set bounded by host limits.
	The generated module cannot express calls outside the declared set.

  
  [image: Hyperlang against wasmex, Luerl and Dune, with erl_eval, peer nodes, OS processes and Docker as unsandboxed references. fib(25): Hyperlang 0.35 ms, wasmex 0.68 ms, interpreters 85 to 275 ms. Idle actor memory: Hyperlang 23 KiB, others 71 to 109 KiB. Noisy-neighbour p99 slowdown: Hyperlang 1.37x, Luerl 3.0x, Dune 35.7x. Tenant start from a compiled program: Hyperlang 0.05 ms, Luerl 0.03 ms, child VM about 115 ms.]
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    Hyperlang Security Specification

This is the only security specification document for Hyperlang. It is one
reference for the door, bindings, modules, filesystem, frontend, compatibility,
and rejected forms.
Security Goal
Hyperlang compiles untrusted Erlang-shaped source into BEAM code generated only
from verified SafeCore IR. It is not an Erlang actor sandbox, and it does not
grant ambient BEAM authority. Host authority enters through an explicit
manifest, declared bindings, selected stdlib MFAs, and optional Hyperlang-owned
compatibility capabilities.
The Door
The public API is four functions, and this specification secures exactly them:
	Hyperlang.program/1 compiles an immutable source value
(%{entry:, files:, manifest:} or a single source binary) into a
%Hyperlang.Program{}. All authority the program can ever request is fixed
here: the manifest, the binding MFA set, the export set, and the allowed
atom universe are normalized and enter the program hash.
	Hyperlang.program/2 caches a program under a caller-owned key and calls a
loader function only on a miss. The cache never widens a program.
	Hyperlang.run/4 runs one declared export with only the authority present
in its spec. A run cannot add authority the program did not declare.
	Hyperlang.module/1 returns the confined OTP callback module for a program.
Every callback goes through Hyperlang.run/4, so the callback path has the
same boundary as a run.

The run/4 result shape is:
{:ok, safe_term, %{stdout: [binary], reductions: non_neg_integer, wall_us: non_neg_integer}}
| {:error, safe_error}
stdout holds the sanitized, limit-checked guest stdout chunks. reductions
and wall_us are host-measured integers; they carry no guest data.
Hyperlang.Test is a host test kit built only on these four functions. It adds
no authority and no bypass.
Threat Model
Untrusted guest source may try to create atoms, access BEAM modules, use process
or filesystem authority, load code, exhaust resources, leak host internals, or
smuggle unsupported terms. Hyperlang must prevent those behaviors inside the
configured same-VM boundary.
The embedding host is trusted to configure bindings and filesystem mounts
correctly. Binding modules are trusted host authority, but binding arguments
and returns are still sanitized.
Hyperlang enforces authority isolation for untrusted guest source inside one
VM: a guest cannot reach any function, process, port, file, atom or code path
that its program and run do not grant. Resource isolation between guests on
one node is bounded but not complete. Guests share schedulers, allocators,
the garbage collector and the code server, and some native calls cannot be
interrupted. Hosts that need hard latency or memory bounds against hostile
tenants add OS or node isolation. See Known Limitations.
Binding Boundary
A binding is a trusted host module implementing Hyperlang.Binding. The
program manifest names it once: bindings: %{"kv" => MyHost.KV}.
	Hyperlang.program/1 calls exports/0 once and pins the derived exact MFA
allowlist (kv:get/1, ...) plus per-export options (limits,
nondeterministic, effects, docs) into the normalized manifest. The
binding module identity and the MFA set are part of the program hash.
	Guest code reaches a binding only through a static remote call that matches
a pinned MFA. Any other call on the binding name is a compile-time verify
error. A binding is never a guest-visible value: there is no env term, no
dynamic M:F dispatch, and no way to store or forward a binding.
	Binding names must be application-owned lowercase module names. Names of
reserved authority modules (erlang, file, code, os, lists, ...) and
reserved Hyperlang internal names are rejected at program/1.
	Hyperlang.run/4 takes spec.bindings: %{"kv" => {MyHost.KV, state}}. The
supplied map must name exactly the declared bindings, each with the declared
module. A missing, undeclared, or substituted binding fails the run with a
manifest error before guest code starts. The run never resolves the module
list or the MFA set; both come from the program.
	state is host data. It reaches MyHost.KV.call(state, function, args) and
never reaches the guest, so secrets and tenant identity belong there.
	Binding arguments are sanitized before the call and the return value is
sanitized after it, with any per-export limits applied. A binding exception
becomes an import fault with a sanitized message; raw exception structs,
pids, refs, and funs never cross.
	An export marked nondeterministic: true is rejected at program/1 unless
capabilities.nondeterminism is enabled.

The separate spec.syscall host door (a Hyperlang.SyscallHost module and
state) backs the sys:* facade. It is selected by the host per run, like a
binding, and guest code cannot select or replace it.
Parser And Compiler Boundary
	Source is parsed by vendored, renamed OTP erl_scan / erl_parse code with
atom-producing paths patched so untrusted names remain binaries or ids.
	Raw user Erlang abstract forms are never compiled as the security boundary.
	Parsed source lowers to SafeCore, verifies structurally, classifies calls,
verifies semantically, then codegen emits Erlang Abstract Format.
	compile:noenv_forms/2 runs on Hyperlang-generated forms only.
	The full parse, verify, classify, codegen, and OTP compile path runs in a
compile worker. The worker is bounded by a reduction budget
(limits.max_compile_reductions, 200,000,000 by default), a wall-clock
backstop (limits.max_compile_ms, 30,000 ms by default) and the scope's
compile_heap_words. OTP compilation runs inside the worker
(no_spawn_compiler_process), so its reductions are charged.
	The budget counts the reductions the worker executes. These do not depend on
host load, so a given program is admitted or rejected the same way on an
idle and on a saturated node. The caller samples the worker every 5 ms; the
overshoot is at most the reductions the worker executes in one sample
period. A program over budget fails with compile_budget.
	The wall backstop stops work that does not execute reductions, such as a
blocked or descheduled worker. It fails with compile_timeout. Admission
waits before the worker starts are not charged to either limit.
	Loading a program with the gen_server capability compiles the injected OTP
behaviour library with the program, under a budget floor of 400,000,000
reductions.
	Generated-form verification rejects unknown call shapes, dynamic calls,
send/receive/process forms, external funs, and unsupported generated tuples.
	Guards admit guard tests only. A fun, try, case, if or comprehension
inside a guard is a verify error, so no expression-mode body reaches guard
lowering.

Runtime Boundary
	A run executes in an internal worker process with monitor, wall timeout, heap cap,
on-heap mailbox, optional external reduction watchdog, and result sanitizer.
	The sandbox entrypoints are generated $safe_entry/3 for the result/1
root (Hyperlang.run(spec, program, :entry, [input])) and generated
$safe_export/4 for manifest-declared exports
(Hyperlang.run(spec, program, "name/arity", args)). Both use the same
worker limits, runtime token checks, stdout capture, result sanitizer, and
error sanitizer.
	Each run gets a fresh runtime token; a token is not reused across runs or
callbacks. A spawned run gets its own limits group. The top-level in-caller
runs of one process share that process's limits group and its one slot:
every callback of one actor, and every top-level run_in_caller? run of
one host process. Each such run arms a new generation of the slot, and its
ceiling, wall deadline and max_procs bound are its own. Limits resets the
group's usage when it sees a new generation, admits a guest child only while
the child's own generation is armed, and the run kills its children before
it returns. A nested in-caller run, or one with a rate quota, gets its own
group. The process's exit destroys its group.
	Program storage: a loaded program's canonical %Hyperlang.Program{} value
is stored once, as a :persistent_term literal on the code slot's record,
keyed by content hash. Runs, run workers and actors reference that value
instead of copying it, so an idle actor holds only its own state. The
record lives exactly as long as the code slot: slot reclamation or release
erases it, and the runtime's literal-area collection then copies the value
into any run worker that still references it. Guest code cannot read
persistent_term or another program's module (both are verify errors).
	Code-slot pins: a live OTP actor pins the code slot its callback module
names, from its init/1 until it exits. Reclamation never takes a pinned
slot, and release of a pinned slot takes effect when its last pin goes.
An actor's callback module and program literal therefore stay loaded for
its whole life, and the literal is never copied onto its heap. Pins are
charged to the actor's scope (spec.policy.scope, else the actor's own
default scope). A scope pins at most max_code_pins distinct slots
(scope policy, default 64); further actors of an already pinned program
cost no pin. init/1 past that bound stops with code_pool
(details.reason pin_limit). When every slot of a load's code_pool
window is pinned or still running guest code, the load fails with
code_pool ("no generated code slots available"). Pins survive a
CodeServer restart.
	Guest code never receives worker pids, parent pids, monitor refs, ports, raw
references, external funs, IO devices, or mailboxes.
	The reduction watchdog observes process reductions externally and kills the
worker. Hyperlang does not insert guest fuel counters.
	Internal tracking is limited to atom-related state, generated code slots, and
capability state needed to enforce boundaries.

Resource Scopes And Lifetimes
A scope is a host-selected resource identity. The host selects a shared
scope with spec.policy.scope and configures it with
Hyperlang.Scope.configure/2; the configuring host owns its lifetime.
Without an explicit scope, the host caller owns the scope, also when a code
load reaches Scope first through the code server. Closing a scope,
or the exit of its owner, kills its workers and cancels its timers and
channels.
	Admission: a scope bounds live runs (blocked runs included) and live
compiles, with a bounded queue governed by max_queue and wait_ms.
Saturation, queue timeout and termination return sanitized busy faults.
Same-scope nested calls borrow an ancestor's live lease of the same kind;
nested compilation still needs a compile lease if the ancestor only holds a
run lease. A nested request without immediate per-scope capacity returns
busy/admission_cycle. Node-wide compilation remains capped below the
scheduler count.
	Runnable capacity: a separate node-wide permit bounds executing guest
processes, including engine-metered and explicitly host-metered children. Its configurable
:runtime_concurrency defaults to max(256, 32 * schedulers_online) (256 at
four schedulers; minimum configured capacity two). One slot is reserved for
latency scopes. Receive (with or without timeout), channel send/recv/alt,
sleep, binding/syscall door time, nested calls and child/reply/monitor waits
release the permit before blocking and reacquire before guest execution.
Native receives retain their existing permit for at most a one-millisecond
probe (zero for after-zero), then release before any remaining wait.
Uncontended resumption atomically inserts an owned ETS slot. It checks that
the lifetime's Scope server is still the registered one, and makes no call
and sends no signal to it. One lifetime monitor survives all handoffs; no
monitor is created per block. A spawned
run worker opens its lifetime with its scope membership and retires it,
together with the run's live lease, when it detaches. Its wall deadline,
ceiling and children are a slot of its run's limits group: arming the slot
creates the group in a request the worker does not wait for, and finishing
deletes it without a reply unless a guest child joined the run, in which
case one call checks the run-level ceiling and kills the children first.
An in-caller run is admitted by one call that also attaches the caller
and opens its lifetime. A detach (lifetime, lease and membership) is a
request the run does not wait for. It is sent before the run returns or
the worker replies, and one process's requests stay ordered, so the
caller's next Scope request already sees the lease released. An
uncontended spawned run therefore makes one admission call in the caller
and one Scope call in the worker; an uncontended in-caller run or actor
callback makes one Scope call and no Limits call. The slow
queue closes a gate against overtaking reservations, and background work
cannot claim the latency-reserved slot. Death cleanup reclaims all slots
for that lifetime, including a reservation interrupted before local commit.
Runtime configuration changes apply at startup or the next idle runtime.
Admission and resumption are FIFO within each priority class, without the
live-lease wait_ms or max_queue bounds. The existing wall deadline continues
during both host waits and permit waits. Scope closure/termination cancels
queued resumption with a typed busy fault; a generation check prevents
revival after scope-name reuse. No waiter holds a runnable permit while
acquiring another. An explicitly small live-run policy can still exclude a
communicating peer; the host must size that independent lifetime policy.
	Accounting while blocked: scope membership, reductions, heaps, wall time,
compile rate and churn charges remain intact. Blocking never refills counters.
Physically suspended workers release capacity and need a permit before the
scope lifts suspension. An in-caller host cannot be physically suspended, but
its next resumption still waits for scope refill.
	Channel accounting: each scope has its own quota/sampling controller and a
counters row in one shared table, keyed by scope and owned by the
controller's pid. The controller replaces only a row it still owns, so a
late publication after closure or name reuse cannot revive a row; closure
and controller death delete it. A quiet controller hibernates after one
second. A serial transaction checks both channel and
buffer limits before admitting distinct brokers or a batch of aliases;
start-channel reservations use the same capacity. Allocation/free does not
send a request to shared Scope. Channel-only sampling remains local and
reports configured rate/churn usage or heap violations for enforcement.
Scopes with workers continue combining worker and channel heaps. Cumulative
channel CPU, growth and GC totals survive free; stats project fresh counters
without polling every idle scope. Registry charges measured hot metadata
work to the allocating scope. Throttled allocation waits outside Registry,
releases runnable capacity, and cannot resume into a reused controller.
Registry retains one owner for atomic alias/fork/cleanup operations. It
replies to each request and then yields, so a request backlog holds a
scheduler for one request at a time, not for a full time slice.
	Priority: guest workers and compiles run at low process priority by
default. A scope configured with the latency class runs at normal.
Trusted host doors retain host priority. Broker startup has separate
background and latency partition pools, with at least 16 partitions each.
Registry never waits on uncharging another scope: the allocating caller does
that work after alias removal. Last-alias free revokes access and quota
synchronously, then schedules broker retirement and its close hook. Lifetime
close waits only for its own orphaned brokers, outside supervision. Latency-class calls into
Scope and Limits use OTP priority aliases, bypassing queued background work.
Their callers wait for the reply at high process priority and return to
their own priority on wake-up. A latency-class run worker starts at high
and takes normal before any other work; its caller also waits for the
worker's reply at high and flushes the worker monitor before it drops
back, because a flushing demonitor can reschedule the caller. Guest code
never runs above its class. Scope and
Limits wake at high only while their mailbox is empty and handle every
message at normal: a backlog competes at normal, and one handler runs at
most the rest of one time slice at high.
Explicitly host-metered children retain host-owned budgets and select their
current host scope when their hook starts them; they do not inherit a
spawning evaluation's lifetime.
One monitored control sampler per scope performs process inspection outside
the admission server. A synchronous inspection of a busy worker or broker
therefore cannot hold up another scope's admission. Results are bound to both
scope and member lifetimes, and cannot replace a newer observation. Final
detach observations preserve CPU and churn charges from short-lived runs.
The sampler uses its scope's priority, dies with its scope, and its
unexpected death closes the scope.
Channel brokers and host allocation/free bookkeeping inherit their allocating
scope's priority class; the calling host's priority is restored afterwards.
	Memory: a scope caps the aggregate heap of its processes, not only each
process heap. Optional CPU, compile and heap-churn rates suspend an
offending scope until refill and terminate it after repeated violations.
Compile worker heaps have a separate compile_heap_words cap (64,000,000
words by default), consume global compile capacity and compile_rate, and
are excluded from the runtime aggregate heap and churn budgets.
Scope enforcement kills only guest workers and guest children. It never
kills or suspends a scope owner or an in-caller host. In-caller work reports
a typed fault when control returns from the trusted host callback.
	Runs: every run has fresh reduction accounting and an independent
wall-deadline timer. A spawned run's limits group is destroyed when the run
ends; in-caller runs reset their process's group per run (see Runtime
Boundary). Actor lifetime limits (rate, ceiling) remain separate; an
actor without either has no actor-lifetime group.
	Children: guest children owned by a run are killed when that run ends. A
host spawn hook that explicitly takes over metering owns that child's
lifetime.
	Timers: timer handles are random 128-bit integers bound to their scope,
and the timer quota is per scope. Read and cancel check ownership; a
cross-scope read or cancel returns false. Expiry delivery, including the
trusted host resolver, runs in one ordered worker per scope. Pending delivery
retains its quota charge until completion, bounding the worker queue by the
scope's timer quota. Expired handles read/cancel as false; scope closure
cancels live timers and stops its delivery worker. Resolver exceptions drop
that delivery without stopping unrelated scopes. A resolver held open in one
scope does not delay another scope's delivery: the isolation suite holds one
scope's resolver until another scope's 21 ms timer has been delivered, and
requires that delivery to arrive within 5 ms of a bare BEAM timer with the
same delay.
	Channels: channel and start-channel counts, buffer slots and broker heaps
are charged against scope quotas and a live owner. Start-channel rows are
owned by a supervised registry that monitors each creator. Guest channel
sends (sys:csend/2 and sys:alt/1 send arms) follow the same carrier rule
as !, exit/2 and timers: a fun, pid, port or ref anywhere in the value
raises {hyperlang_send, forbidden_term} before any channel is touched.
Trusted host kernels that pass broker pids use Hyperlang.Chan directly.
	Tables: guest tables (hyperlang_table, enabled with manifest tables)
are capped per run by table count, objects per table and bytes per table.
	Mailboxes: guest workers, inherited children and heap-limited members use
on-heap mailboxes, so mailbox growth counts against the heap limit.
	Diagnostics: OTP actor status and crash reports always use the host
redactor, including when a guest defines a format_status callback.
Program artifacts, spec, policy and guest state are omitted from status,
structured reports and rendered text.

Export Entry Boundary
Manifest exports.functions and exports.fileserver declare host-callable
capability surfaces. exports.functions is a map from host-selected export id
to %{function:, arity:}; the list form, exports.files, and :name/:id
entry keys are rejected. Manifest keys are atoms at every level; string keys
and unknown keys are rejected rather than ignored. Source -export attributes do not grant authority; they
remain inert metadata for guest source compatibility. Only normalized manifest
exports can be called through Hyperlang.run/4 and generated $safe_export/4.
OTP callbacks (init/1, handle_call/3, ...) defined by the source are
declared automatically so Hyperlang.module/1 can dispatch them; no other
function becomes callable that way.
Export dispatch must use host-selected manifest export ids, never guest-supplied
module/function/arity tuples, generated module names, generated helper names, or
raw source -export declarations. Non-exported helpers must remain unreachable
through export dispatch even if source lists them in -export.
Generated-module secrecy is part of the boundary. Public program metadata
(program.metadata), export errors, stdout, and result terms
must not reveal generated slot modules, generated helper atoms such as
safe_f_N, internal entrypoint names, stack maps, or generated export tables.
Export calls must not create VM-global atoms from host export ids, guest source
names, malformed arguments, or error payloads. Unknown export ids are binary
data and must stay outside the atom table. Export argument and result terms
cross the same atom policy and term sanitizer as the entry root, bindings,
filesystem, and stdout.
Stack trimming expectations are the same for the entry root and exports.
$safe_export/4 and Hyperlang.run/4 may expose sanitized guest source function names for declared
exports, but they must not leak generated module names, generated helper names,
host stack frames, raw exception structs, pids, refs, ports, or external funs.
Error stacks follow a positive rule. A frame survives only as a guest source
frame (module: "guest", mapped through the stack map; compiler-made helper
names such as -inlined-f/1- keep the guest source name and arity) or as a
frame of a guest-callable stdlib MFA such as erlang:element/2. Every other
frame is dropped, whatever its module naming scheme: Hyperlang runtime modules
(Hyperlang.*, hyperlang_msg), vendored formatters, OTP internal helpers and
unmapped generated functions.
Exception messages are guest-visible text and name only guest-level
identifiers. A function-clause message names guest:F/A for a guest function,
M:F/A for a guest-callable stdlib MFA and "an internal function" otherwise.
Every other message is projected before it crosses: pool atoms render as their
source names, generated slot modules and helper names render as guest names,
and inspected funs, pids, refs and ports render as #Function<guest>,
#PID<redacted>, #Reference<redacted> and #Port<redacted>.
Atom And Term Policy
	Source atoms are source names until after atom-safe parsing and policy
classification.
	Manifest/preapproved atoms may compile to existing atoms.
	Other source atoms use a bounded Hyperlang-owned pool such as
hyperlang_atom_N.
	Hyperlang creates VM atoms only from its own name families. Guest source,
guest input and binding returns never name a VM atom. The generated
families are fixed name sets with host-configured caps (compile-time
application environment): hyperlang_atom_N (:source_atom_count,
default 4,096 per atom universe), hyperlang_kernel_atom_N
(:kernel_source_atom_count, 4,096), safe_f_N (:function_atom_count,
8,192) and v_N (:variable_atom_count, 524,288). An atom of a family is
created the first time any program needs its index, so the table holds the
high-water mark of real use, not the caps.
	Compiler-made names come from a fixed set. The OTP compiler names the
functions it makes for funs, comprehensions and receive loops after the
enclosing function and a per-function counter. Codegen lifts every guest
fun, named fun, local fun reference, list/binary/map comprehension level
and receive wait fun into its own function safe_f_N/2 (N past the guest
functions, closure captures in the second argument), whose whole body is
that one construct. Generated forms are verified to keep this shape. The
only compiler-made names are then:	-safe_f_N/2-fun-0-, -safe_f_N/2-lc$^0/1-0- and
-safe_f_N/2-lbc$^0/2-0- for N below :function_atom_count;
	label^K for the clause splits of binary patterns, K below the
manifest limit max_pattern_splits (default 256, at most
:pattern_split_count, compile-time application environment, default
1,024); codegen refuses a function with more split points;
	eight fixed names: lc$^0, lbc$^0, recv$^1, two $safe_entry/3
thunks and three $safe_export/4 thunks.
Generated functions and funs end in a clause that matches anything (an
explicit function_clause error when the guest clauses can fail), so the
compiler makes no -inlined- fallback names; records lower to tuple
operations in codegen (no recN variables); generated code compiles with
no_alias (no @rN variables). Over every program the VM holds at most
3 x :function_atom_count + :pattern_split_count + 8 compiler-made atoms
(25,608 with the defaults), whatever guests submit
(GeneratedAtoms.compiler_name_bound/0).


	Atom-table reserve. Hyperlang never takes the VM atom table to fewer than
:atom_table_reserve free entries (runtime application environment;
default a quarter of erlang:system_info(atom_limit)). Each family atom is
created only if the table is below that ceiling, and each OTP compile of
generated code first promises the compiler-made names of its forms that do
not exist yet (GeneratedAtoms.compiler_atom_names/1; concurrent compiles
see each other's promises). When the ceiling is reached, compilation,
loading and the kernel bridge fail with a compile error "VM atom table
reserve reached" (the kernel bridge with the term reason
atom_table_reserve). Atoms already created stay; already-loaded programs
keep running; the host keeps the reserve. With the bounded name set the
reserve is a backstop: a guest stream reaches it only if the host
configures the caps above the table's capacity.
	Decisions that depend on whether an atom exists treat every family name as
absent, materialized or not: the binding compatibility profile keeps such
literals pooled, and exit reasons keep them as binaries. One guest cannot
learn another's pool use through atom existence.
	Pool atoms never escape public boundaries as internal names; output, stdout,
errors, bindings, filesystem calls, and JSON map keys translate them back to
source names or reject them according to the active term policy.
	The allowed atom universe is fixed by the program's terms.allowed_atoms.
A run's policy.atoms defaults to it and may only narrow it; a run that
names an atom outside the program set fails with a manifest error.
	Host input and binding returns cannot create new pooled atoms.
	Pids, ports, external refs, raw funs, improper lists, oversized binaries,
oversized integers, excessive term depth, and unknown atoms are rejected at
host-facing boundaries.

Call Authority
Every call is classified before codegen:
	Local helper call or Hyperlang-created local fun.
	Declared binding export (pinned by the program manifest).
	Frozen allowlisted Erlang/OTP stdlib call.
	Hyperlang-owned filesystem, loader, stdout, or compatibility call.
	Rejected forbidden/dynamic call.

Dynamic apply, dynamic M:F(...), process operations, ports, NIF loading,
code loading, ETS/DETS/Mnesia, persistent term, distribution, OS, and raw file
authority are rejected unless Hyperlang owns a specific compatibility surface for
that MFA.
Stdlib Policy
The stdlib profile is direct OTP passthrough only for a frozen positive MFA
allowlist. Runtime must never auto-admit live OTP exports. Direct stdlib calls
still pass through Hyperlang runtime admission, argument sanitization, external
worker limits, and result sanitization.
Live clocks and entropy are a global nondeterminism capability, not part of the
default deterministic profile. VM time readers such as
erlang:system_time/0,1, erlang:monotonic_time/0,1,
erlang:time_offset/0,1, erlang:timestamp/0, erlang:date/0,
erlang:time/0, erlang:universaltime/0, erlang:localtime/0,
calendar:universal_time/0, calendar:local_time/0, and
calendar:iso_week_number/0, sys:millisec/0 (when the sys facade is
enabled), local-time-zone conversions such as
calendar:system_time_to_local_time/2,
calendar:system_time_to_rfc3339/1,
calendar:local_time_to_system_time/1,2,
calendar:local_time_to_universal_time/1,2,
calendar:local_time_to_universal_time_dst/1,
calendar:now_to_local_time/1, calendar:universal_time_to_local_time/1,
erlang:universaltime_to_localtime/1, and
erlang:localtime_to_universaltime/1,2, plus seedless entropy readers such as
rand:mwc59_seed/0, require capabilities.nondeterminism.
calendar:system_time_to_rfc3339/2 runs without the capability only with an
explicit {offset, Offset} option (an integer or a non-empty string); without
it OTP formats in the host time zone, and the call fails as a stdlib error.
Deterministic UTC time conversions, pure erlang term operations, and
sys:sleep/1 remain admitted without that capability. Guest table handles
(hyperlang_table:new/1,2) count from 1 per run, so they carry no node-wide
counter value. rand:seed_s/1,2 remains rejected until Hyperlang has a safe PRNG
state wrapper; OTP's raw state contains function values that cannot cross the
guest boundary.
Binding exports marked nondeterministic: true are also rejected unless the same
capability is enabled. This keeps the deterministic/replay profile enforceable
across both stdlib calls and host authority.
Runtime-owned stdlib vocabulary atoms are merged into the allowed atom set when
stdlib is enabled. This includes option atoms and OTP return tags such as
value and empty, so admitted stdlib functions can be pattern-matched with
normal Erlang terms without consuming guest atom-pool entries.
re:run/*, re:replace/*, and re:split/* automatically receive Hyperlang
match_limit and match_limit_recursion options; guest-provided limits are
stripped and replaced. re:run/* rejects {capture, all_names} because OTP
materializes named capture keys as VM-global atoms.
Raw OTP JSON encoders such as json:encode/*, json:format/*, and
json:encode_atom/2 remain rejected because they can stringify arbitrary atoms
or unsupported terms. A host that needs JSON encoding provides it as a binding
or as a verified guest library module; Hyperlang has no runtime stdlib wrapper
for it.
Callbacks must be Hyperlang-created lexical funs. External captures such as
fun maps:get/2 and host funs cannot cross guest boundaries.
Stdout And Errors
Supported io:* stdout calls append sanitized chunks that Hyperlang.run/4
returns as meta.stdout.
No host IO device is exposed. io:format/3 is accepted only for supported
standard devices such as standard_io. Captured stdout formatting sanitizes
the format and argument terms first, then renders through vendored, renamed OTP
io_lib, io_lib_format, io_lib_fread, and io_lib_pretty sources rather
than ambient host io_lib. Guest io_lib:format/2,3, io_lib:fwrite/2,3,
io_lib:bformat/2,3, io_lib:bfwrite/2,3, io_lib:build_text/1,2, and
io_lib:format_prompt/1,2 are admitted only through the same Hyperlang
wrapper: formatted terms cross the same walk as captured stdout (funs, pids,
refs and ports fail as a sanitized stdlib error, so no generated slot module
is ever rendered), pooled atom names are projected before formatting, the only
accepted option is the closed {chars_limit, N} shape, and charlist/binary
output is checked against manifest limits. Other admitted io_lib helpers
remain direct OTP passthrough only where the frozen stdlib matrix classifies
them as pure text/term helpers; atom writers, read parsers, raw format
scanners, and device-facing entrypoints remain rejected.
Stdlib helpers that render an atom argument by its name are Hyperlang
wrappers: filename:* and lists:concat/1 receive pooled atoms as their
source names, so their results match OTP on the source atom and never carry
hyperlang_atom_N text.
Float textification is an explicit Hyperlang wrapper, not an ambient OTP
passthrough. float_to_binary/1,2 and float_to_list/1,2 accept only the
closed option vocabulary compact, short, {decimals, N}, and
{scientific, N} after translating guest atom-pool names back to OTP atoms.
Option-list length and precision are bounded before OTP is called, and the
result is checked against the manifest binary/list limits. Unsupported option
names fail as badarg without creating VM-global atoms.
Device-form io:* remains non-ambient. Hyperlang accepts write-oriented device
calls only when the device term is an opaque guest file handle opened by the
safe file:* facade. Supported device calls are io:put_chars/2,
io:nl/1, io:format/3, io:fwrite/3, and io:write/2. File-server backend
handles are not host IO devices, and unsupported devices raise sanitized stdout
errors. Input and device-control calls remain rejected, including
io:get_chars/*, io:get_line/*, io:read/*, io:request/*, and
io:requests/*.
Guest try ... catch C:R:S stack variables are sanitized to []. Stack
variables are not available in catch guards. Runtime error stacks expose only
sanitized guest frames unless trusted debug tooling explicitly opts into more.
Plain try ... catch is supported because compile-time verification still walks
the protected body and catch clauses before guest code can handle exceptions.
try ... of ... catch is supported with separate verified of and catch
clauses and emits a BEAM try with distinct of/catch clause lists. As in
Erlang, catch clauses protect only the pre-of body; of clause mismatch and
of clause body errors are not caught by that same catch.
Disallowed atom details in errors are redacted so internal pool/sentinel atoms
cannot leak through error payloads.
Binding exceptions are normalized to sanitized import error classes before
crossing the sandbox boundary.
Hyperlang has a closed public fault taxonomy. Primary error categories returned
by Hyperlang.program/1,2 and Hyperlang.run/4 (and therefore by every
Hyperlang.module/1 callback) must be one of:
	Parse, verification, and compiler setup faults: api, source, lexer,
parse, manifest, verify, codegen, generated_form_verify,
compile, compile_budget, internal_compile, compile_timeout, load,
code_pool, and lifecycle.
	Admission and scope termination faults: busy. Reasons include
queue_full, wait_timeout, admission_cycle, scope_closed (explicit
close or owner exit), and scope_terminated (resource enforcement). Public
errors carry these sanitized reasons in details["reason"] and message.
Per-call termination markers survive scope-name reuse; scope closure is
never inferred as a per-worker heap failure.
	Guest execution and boundary faults: input, output, stdout,
runtime, eval, export, import, stdlib, filesystem, loader,
module, timeout, heap, reduction_watchdog, sandbox_crash, and
internal. The module category covers code-path module loading
(verification failure, capability not granted, load cycles, and module
binding limits); missing files, wrong
-module names, and unexported functions stay Erlang-shaped undef.

Worker exits, wall timeouts, heap kills, reduction watchdog exits, verifier
failures, output/stdout sanitizer failures, binding failures, stdlib wrapper
failures, filesystem failures, host syscall boundary failures, loader failures,
and export dispatch failures must map to that set. Unknown primary categories
are collapsed to internal with reason unknown_fault_category.
Internal sanitizer labels such as error, import_args, import_return,
filesystem_args, filesystem_return, loader_args, loader_return,
stdlib_args, and stdlib_return are implementation boundary labels. They
may appear as sanitized nested detail data or direct internal API results, but
they are not public guest fault categories.
The same taxonomy applies to the result/1 entry root, manifest-declared
exports, and OTP callbacks. Error sanitization must never expose pids, ports, references, funs,
worker state, generated slot module names, generated helper names, raw host
stack frames, backend state, or host filesystem paths.
Filesystem Capability
Filesystem access is optional Hyperlang-owned compatibility, not direct stdlib.
Guest code writes standard Erlang file:* and filelib:*; the compiler lowers
supported calls to internal filesystem dispatch.
Supported filesystem operations use virtual paths, mount permissions, byte and
entry limits, safe term boundaries, and sanitized OTP-shaped results/errors.
Unsupported operations return compile-time capability diagnostics.
The supported common file:* subset is read_file/1, write_file/2,3,
list_dir/1, make_dir/1, del_dir/1, delete/1, rename/2,
read_file_info/1, read_link_info/1, and, when handle compatibility is
enabled, sequential open/2, read/2, write/2, and close/1. Handles are
opaque guest terms and must not reveal pids, refs, fids, or host descriptors.
Hyperlang keeps the mediated file_server backend for this facade. It retains
source snapshots, export/materialize, transaction snapshots, cwd, filelib:*,
file:consult/1, and file:path_consult/2 compatibility. A host may instead
supply a Plan 9 syscall facade through sys:* (the companion OS hyperbob_os
does). Backend and syscall-facade selection are host/runtime configuration,
not guest source behavior.
Unsupported or deferred OTP file operations include ambient raw file:*,
prim_file:*, symlink or hard-link creation, BEAM binary loading,
file:script, file:eval, and OTP private file_request operations such as
pread, position, sync, and truncate. Namespace access through a
sys:* syscall facade uses absolute Plan 9 paths; cwd and filelib:*
compatibility remain file_server backend behavior.
Existing symlinks may be followed by read/stat operations and listed according
to standard Erlang host semantics. Guest-visible APIs do not expose symlink or hard-link creation.
Host-backed mount roots must be chosen with that explicit trust model in mind.
Host paths, device ids, inodes, uid/gid, raw timestamps, pids, ports, raw IO
devices, and host file descriptors must not appear in guest results, stdout, or
errors.
Source Loading Compatibility
Files can store Erlang source, but bytes do not become authority by being
writable. Source compilation and loader/evaluator compatibility must go through
Hyperlang's parser, verifier, codegen, code slots, atom policy, bindings, stdlib
profile, filesystem capability, and limits.
Hyperlang must not dispatch to ambient OTP code, compile, erl_eval,
file:script, file:eval, file:consult, BEAM binary loading, or generated
module MFA loading as a shortcut.
OTP Compatibility Baseline
OTP release: 29
Source References
	Key	OTP app	Source path	Role
	file	kernel	kernel/src/file.erl	filesystem compatibility
	filelib	stdlib	stdlib/src/filelib.erl	filesystem compatibility
	file_hrl	kernel	kernel/include/file.hrl	filesystem metadata shape
	io_lib	stdlib	stdlib/src/io_lib.erl	stdout formatting compatibility
	io_lib_format	stdlib	stdlib/src/io_lib_format.erl	stdout formatting compatibility
	io_lib_fread	stdlib	stdlib/src/io_lib_fread.erl	stdout formatting compatibility
	io_lib_pretty	stdlib	stdlib/src/io_lib_pretty.erl	stdout formatting compatibility
	filename	stdlib	stdlib/src/filename.erl	path string helpers
	compile	compiler	compiler/src/compile.erl	loader/evaluator compatibility
	code	kernel	kernel/src/code.erl	loader/evaluator compatibility
	erl_eval	stdlib	stdlib/src/erl_eval.erl	loader/evaluator compatibility

Vendored Sources
	Key	Vendored path	SHA-256
	file	vendor/otp_kernel_11_0_2/src/file.erl	a8fdd9f93bede84b1d1d00ffa92163826dc452703f50da12a85c2a8d82058e04
	filelib	vendor/otp_stdlib_8_0_1/src/filelib.erl	e9952a847dc0ee2f5bd1f95ee6c44a90f740156153babcca8114d9933c90c398
	file_hrl	vendor/otp_kernel_11_0_2/include/file.hrl	4c7ed0e4cc09c454f65c0bf0528e6e56d94ab309e232a4e25db9a486df950299
	io_lib	vendor/otp_stdlib_8_0_1/src/io_lib.erl	b6da306a37f9ddb4fad3779e65f154f09815cc1ebeb7fca991983033d92fc7c6
	io_lib_format	vendor/otp_stdlib_8_0_1/src/io_lib_format.erl	8ecbee07d2a39edf081e2888ddb47e8fdfc4b58ee452dd34306e1d1d3cf32c7f
	io_lib_fread	vendor/otp_stdlib_8_0_1/src/io_lib_fread.erl	d66c2e6b4617bcbd7c497d46830947a90903851c0b1d07ad8369ca0d3004eed3
	io_lib_pretty	vendor/otp_stdlib_8_0_1/src/io_lib_pretty.erl	c489356b654c63453ef217bf73235ab7f2df1e99fe5cdd8b0424461d860d910b

Regenerate candidate vendored sources with scripts/update_otp_filesystem.sh,
regenerate stdout formatting sources with scripts/update_otp_formatting.sh,
and verify generated module equivalence with scripts/diff_otp_formatting.sh;
then update Hyperlang.CompatibilityBaseline and this specification if hashes
change.
Rejected Surfaces
The following classes are rejected unless an explicitly Hyperlang-owned
compatibility path exists:
	Process creation, linking, monitoring, registration, send, receive, process
dictionary, tracing, scheduler/process inspection, and group leaders.
	Raw filesystem, OS, socket, port, distribution, storage, ETS/DETS/Mnesia,
persistent term, RPC, global, and pg authority.
	Dynamic code loading/evaluation and raw compiler/code server entrypoints.
	Atom-creating conversions such as list_to_atom/*,
binary_to_atom/*, and ambient parser helpers.
	External funs, dynamic remote calls, dynamic apply, raw BEAM resources, and
unsupported opaque state terms.

Known Limitations
Hyperlang is a same-VM boundary. Authority isolation holds for untrusted
guest source; resource isolation is bounded by the shared VM. An isolation
verification of this release measured the following residual effects:
	Shared node resources. All guests share BEAM schedulers, memory allocators,
the garbage collector and the code server. Distinct scopes do not create
OS-level separation.

	Heap-pressure latency. With 16 heavy tenants and scope controls on, victim
p99 latency stayed within 1.33x of baseline under CPU load and 1.04x under
compile load. Under heap pressure the factor was 1.29x, 2.30x and 15.87x in
three trials, so the heap-pressure bound is not reliable.

	Channel contention. Scope-local quota controllers and their counters rows
remove per-allocation/free traffic from shared Scope. Channel-only
sampling stays local; rate/churn policies and heap violations report for
enforcement. Registry retains one owner for atomic alias/fork/cleanup and
charges measured hot metadata work to the allocating scope. Free releases
logical aliases and quotas before physical retirement completes; trusted
close hooks can delay cleanup.
The R2-4 bound (test/isolation/round2_stress_test.exs) is: with 64
channel tenants on four schedulers, a latency-class victim's p99 is at most
three times its p99 with no tenants. The measurement
(Hyperlang.Isolation.Contention.paired/2) is:
	Interleaving. Unloaded and loaded blocks of 250 requests alternate in
ABBA order, 5,000 requests per cell. Each loaded block starts 64 fresh
tenants and stops them afterwards. Each block starts on a VM with no
other runnable process for 1 ms, and its first 20 requests are not
recorded.
	Stall exclusion. A max-priority ticker bound to each scheduler measures
its 1 ms timer delay against the timer's millisecond boundary. A
request that overlaps a delay of 500 microseconds or more on any
scheduler is excluded. Run-queue and server queueing cannot delay a
max-priority tick, so they stay in the kept requests.
	CPU-share exclusion. A loaded block is excluded when the operating
system gave the VM less than 75 percent of the time its schedulers were
busy (user plus system CPU time from ps, divided by
scheduler_wall_time active time).
	Validity. A trial fails as uninformative when either cell keeps fewer
than 2,500 requests.
The channel64 trial test runs three fresh trials; the matrix test asserts
one paired cpu64 trial and one paired channel64 trial, and records its
sequential rows as evidence only.

Three BEAM-side waits on the victim path were removed. The local resume
check called Process.alive?/1 on Scope, which waits for a busy Scope to
handle a signal. A latency caller dropped to normal before its flushing
demonitor, which can reschedule it behind every runnable process. Registry
served dozens of requests per time slice and held a scheduler for up to
about 300 microseconds. In interleaved runs against the previous code on
the same harness at load average 5, channel64 p99 ratios were 2.20x-2.31x
(previous code 3.45x-3.81x). In ten consecutive runs of each R2-4 test at
load average 4-7, every trial passed: channel64 2.03x-2.58x, cpu64
1.09x-1.31x. Registry's yield lowered aggregate 64-tenant channel
allocation/free throughput by about 11 percent and single-tenant
throughput by about 2 percent.
The bound depends on host CPU headroom. On the 16-core development host,
four busy scheduler threads received 74-92 percent of their CPU time at
load average 6 and 38-75 percent at load average 10-16. A loaded block's
p99 rises as its CPU share falls (about 250-350 microseconds at 0.8-0.9,
600-2,200 microseconds at 0.4-0.6). At load average 12 and above most
trials keep too few loaded blocks and fail as uninformative; the BEAM
cannot bound that delay.

	Receive selection. Matched and timeout bodies reacquire before execution.
The native selective-receive matcher and guards in a long wait still run
before continuation reacquisition. Strict permit coverage of that selection
work remains incomplete.

	Native work. Some native calls do not yield to the scheduler. A guest
binary:copy/2 of 32 MB plus result sanitization ran for about 163 ms
before it could be stopped. Suspension or exit signals do not interrupt
native work or garbage collection. Five other large native expressions
(phash2, bignum arithmetic, re:run, unicode, io_lib:format) were
stopped within about 3.5 ms, which does not establish universal
preemption.

	Sampled enforcement. CPU, heap and churn enforcement samples process
state and allows bursts. Churn counts sampled heap growth and minor
collections plus a conservative charge of the committed heap allowance; it
is not an exact allocator counter.

	Compile budget. Reductions measure executed Erlang code and charged BIF
work. Native work that executes few reductions is bounded only by the wall
backstop and the compile heap cap. Process inspection and the kill signal
both wait until a non-yielding native call returns. Superlinear compiler
passes are bounded by the budget, not removed: a single guard with 1,600
orelse terms needs about 600,000,000 reductions in the OTP compiler and is
admitted only when the host raises both the structural limits and the
budget. Generated-code loads are serialized in one code server; a load that
waits behind other loads is not charged.

	Wall precision. Deadlines use per-run timers. A 1 ms deadline overshot by
1.08 ms at p99 on an unloaded node, but another trial on a shared machine
overshot by 16 ms. This is not a hard real-time guarantee.

	Timer precision. Guest timers are BEAM timers, so expiry time follows the
node's BEAM timer service and OS scheduling. On a saturated host, bare BEAM
21 ms timers fired up to 187 ms late in an empty BEAM and up to 231 ms late
in a Hyperlang node. In the same trials, Hyperlang delivery added at most
0.13 ms after expiry. This is not a hard real-time guarantee.

	In-caller execution. Scope violations are reported when trusted host work
returns. Scope enforcement cannot forcibly interrupt a host callback while
preserving its process. Per-worker wall, reduction and heap limits are
separate controls. In-caller wall/reduction expiry is recorded and returned
when control comes back, preserving the trusted host process; hosts requiring
preemptible execution should use child workers. Engine-owned OTP actor
callbacks keep terminating budget enforcement and scope-close semantics. Trusted host channel/timer allocation is outside guest runnable
admission and can still contend on shared services. Priority mailbox lanes
protect latency-class scope requests from its queued background bookkeeping.

	Code-slot pins and pool sharing. Pinned slots are bounded by the code pool,
and per scope by max_code_pins, but the code pool and its code_pool
windows are shared: scopes whose actors pin every slot of a window starve
later loads in that window of other scopes. Bound each scope's
max_code_pins so that the scopes sharing a window cannot pin all of it.
Actors without an explicit spec.policy.scope each own a scope and so are
bounded only by the pool. A leaked actor holds its slot until it exits.

	Module names before an actor starts. Hyperlang.module/1 returns the
slot's module name; the slot is not pinned until an actor's init/1 runs.
If the slot is released or reclaimed in between, starting the actor fails
(undef when the slot is free, or the slot's new program when another
program reused it). Start actors right after module/1.

	Per-call floor. Every run and actor callback waits for one Scope admission
call (the lease, the membership and the runtime lifetime); a spawned run
also waits for its worker's attach call. This server work, not the guest,
dominates calls into tiny guests.

	Host responsibilities. Hosts choose scope identities, lifetimes and
budgets, namespace their own cache keys, and own explicitly host-metered
children. Quotas cover managed guest, compile and channel processes, not
arbitrary trusted binding work.

	Atom table. Guest code creates VM atoms only from the generated families
and the fixed compiler-name set. With the default caps that is at most
4,096 + 4,096 + 8,192 + 524,288 + 25,608 = 566,280 atoms over the life of
the VM, below the default reserve ceiling of 786,432 (a 1,048,576 table
with a quarter reserved), so with default configuration a guest stream
cannot reach the reserve while the host's own atoms stay under about
220,000. The v_N family dominates that bound because max_tokens may be
raised up to it. A host that raises the caps or runs with a smaller +t
must keep the sum below its ceiling; otherwise a guest stream can still
reach the reserve, and every later compile or first load that could create
atoms fails with "VM atom table reserve reached" until the VM restarts.
BEAM atoms are never collected.

	Live values outside the nondeterminism gate. Some guest-visible values still
depend on host state without capabilities.nondeterminism: start-channel
handles (sys:startchan/0) and guest timer ids are random, channel handles
come from one node-wide counter, sys:alt/1 picks among ready arms at random
(Dis alt semantics), and erlang:read_timer/1 / erlang:cancel_timer/1
return the remaining milliseconds of a guest timer. Timers need a
host-installed message policy; channels need a host channel scope.

	Not covered by the isolation verification: authority escapes, host
filesystem and compiler escape variants. The sandbox probes in
test/sandbox cover those surfaces.


Verification
Security-sensitive changes must keep mix test green. Tests cover atom growth,
forbidden calls, source snapshots, stdlib matrix admission, filesystem behavior,
stdout capture, error redaction, worker termination, binding pinning and
sanitization (test/door_authority_boundary_test.exs), the actor path
(test/durable_actor_test.exs), scopes (test/scope_test.exs), the sandbox
boundary probes (test/sandbox: code-generation escape, verifier/codegen
agreement, atom and term policy, bindings, cross-guest isolation, channels,
the sys facade, filesystem and loader, error/stdout leaks, and chaining of
known internal names), and the isolation properties above
(test/isolation/findings_test.exs). The measurement probes in
test/isolation and the fuzz campaigns in test/sandbox are opt-in:
mix test test/isolation --include isolation_stress --include isolation_finding
HL_FUZZ_SEED=20261025 HL_FUZZ_MUT_SEED=77777 HL_FUZZ_N=2000 HL_FUZZ_MUT_N=800 \
  mix test test/sandbox/fuzz_probe_test.exs --include sandbox_fuzz
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    Hyperlang compared with other BEAM isolation approaches

This document compares Hyperlang with the other ways to run untrusted or
partly trusted code on, or next to, the BEAM. Every claim below rests on a
probe or benchmark we ran, or on a cited primary source at a stated version.
Where we could not check a claim, we say so.
Summary
	Same VM, ordinary Erlang, no ambient authority. A guest is Erlang
source. Hyperlang compiles it through its own verifier into a BEAM module
that can only call what the program declares. Every authority probe we
ported (apply, external funs, computed calls, higher-order laundering,
self(), list_to_atom) was rejected at compile time.
	Compute. Guest code is compiled BEAM code. A guest fib(25) took
0.35 ms, the same as native Erlang in a peer node or OS process (0.33 to
0.38 ms). wasmex took 0.68 ms; the interpreted approaches took 85 to
275 ms.
	Memory. An idle guest actor added 23 KiB of resident memory: the
program is a shared literal, so actors only reference it. A Rust wasmex
instance added 89 KiB, a Luerl state 71 KiB, a Dune session 109 KiB and
erl_eval bindings 23 KiB. A peer node or an OS erl process added 74 to
76 MiB.
	Noisy neighbours. Next to 16 CPU-bound tenants, a latency-class
victim's p99 rose 1.4x (271 to 370 µs) with Hyperlang.Scope, and 3.2x
without scope controls. In Luerl it rose 3.0x, in erl_eval 7.4x and in
Dune 36x. A victim in its own peer node rose 1.1x.
	Tenant start. A new tenant of a compiled program answered in 0.05 ms.
Luerl took 0.03 ms, wasmex 0.08 ms and Dune 0.41 ms. A peer node or OS
process took 111 to 123 ms to boot. Compiling a small program from source
is a separate one-time step of about 17 ms.
	Cost. Each call into a guest has a fixed cost: about 21 µs for a
run/4 in the caller, 29 µs for an actor call and 45 µs for a run/4
worker on this host. Workloads made of many tiny calls run faster in
Luerl's in-caller mode or in wasmex.

All numbers come from one 16-core Apple Silicon host. Other jobs shared it,
with a load average of 6 to 32 during the final runs. The BEAM ran with four
schedulers (+S 4:4). The method and
limitations sections give the detail.
The common wisdom, and where it comes from
The usual position is that the BEAM cannot isolate untrusted code in the same
VM. The sources are clear and official:
	Erlang/OTP Secure Coding Guidelines
(OTP 29, "What is not protected against"): "All loaded code is assumed to be trusted. There is no built-in
sand-boxing mechanism for running untrusted Erlang code." and "Excessive
resource usage is not prevented by default."
	EEF Security Working Group,
Sandboxing
(erlef/security-wg at
e7f03719, docs/secure_coding_and_deployment_hardening/sandboxing.md):
"It is therefore not possible to isolate 'untrusted' processes in some sort
of sandbox." Its advice is "Use an embedded language runtime, such as Lua",
and not to use Code.eval_string/1,2,3 on untrusted input.
	EEF, Atom exhaustion: the atom table holds "a default of 1.048.576
entries. If an attempt is made to add a new value while the table is at
capacity, the virtual machine crashes." OTP's memory guide adds: "The atom
table is not garbage-collected."
	Robert Virding, Elixir Forum, 2017,
"How to create a sandbox to run untrusted code modules": "It is basically impossible to sandbox an
erlang/elixir system if you allow it to run untested code", and "the only
safe way is to interpret/run another language". In the same thread, Michał
Muskała wrote: "OS-process-level sandboxing is definitely a much better
idea."
	Bram Verburg (EEF Security WG), in the
Dune announcement thread: "Personally
I would stick with Luerl until the BEAM offers a native, runtime sandboxing
feature".
	Dune's own README (v0.3.18): "Dune cannot offer strong security guarantees,
and should not be considered a sufficient security layer by itself." and
"Due to how the Erlang VM works, an attacker able to escape the sandbox
could get full access to the VM without restriction."
	Erlang distribution gives no isolation between nodes. The OTP guidelines
say: "All nodes connected through Erlang distribution are assumed to be
trusted, and have unrestricted access to all other connected systems."

What is true in it
These parts of the wisdom are correct, and Hyperlang does not change them:
	Shared schedulers. All processes in one VM share the scheduler threads.
A busy tenant takes CPU time from others unless something admits and
prioritises work.
	Shared allocators and garbage collection. Heap pressure in one tenant
costs time in others.
	One atom table. It is global, finite and never collected.
	One code server. Code loading is serialised.
	Native work. A long non-yielding BIF or NIF cannot be preempted.
	Loaded code is trusted. Any BEAM module, once loaded, can do anything.

What Hyperlang changes
The wisdom assumes that guest code becomes ordinary loaded code, or that it
runs in an interpreter that needs hooks to stop it. Hyperlang does neither:
	The guest never loads its own code. Hyperlang loads a module that its own
code generator wrote. That generator can only emit calls to a closed set of
functions (see Isolation by lowering).
	Every atom a guest can cause comes from a fixed set bounded by host limits.
Pool atoms are created on first use of each index, and the OTP compiler
only ever creates names from a fixed set, because codegen lifts every fun,
comprehension and receive into a fixed-name function. 1,000 distinct
adversarial programs added no atoms after warm-up.
	Every run has its own reduction, heap and wall limits. Scopes add
admission and priority classes on top.
	Every term that crosses the boundary is sanitized. Pids, ports, references
and funs do not cross.

Residual effects that remain
The security specification lists these as Known Limitations. They are why
hosts that need hard latency or memory bounds against hostile tenants add OS
or node isolation:
	Guests share schedulers, allocators, the garbage collector and the code
server.
	Heap-pressure latency with scope controls varied between 1.29x and 15.87x
of baseline in three trials, so that bound is not reliable.
	Some native calls do not yield. A 32 MB binary:copy/2 ran for about
163 ms before it could be stopped.
	CPU, heap and churn enforcement is sampled and allows short bursts.
	Wall deadlines and timers are not hard real time.

Why the guest language is Erlang
Elixir compilation runs Elixir code. Module bodies, module attributes, macro
expansion (defmacro, require), use and its __using__/1 callback, and
@before_compile hooks all execute while the module compiles. Nothing has to
be called for that code to run.
We checked each form on Elixir 1.20.0 (probes/elixir_compile_time.exs in
the comparison harness). Each source wrote a file during
Code.compile_string/1, before any function was called:
	Construct	Ran code at compile time
	Module body	yes
	Module attribute value	yes
	Macro expansion	yes
	@before_compile hook	yes
	use / __using__/1	yes

A sandbox that checks Elixir source or its AST from outside has two choices.
It can forbid these constructs, or it can run untrusted compile-time code
with the host's authority, with no time or memory bound. Dune 0.3.18 takes
the first path. Our probes show that it rejects defmacro, quote, use,
require and module attributes. It also does not create real modules: its
defmodule is simulated with maps of anonymous functions, and the sanitized
AST is evaluated with Code.eval_quoted_with_env/3 (lib/dune/eval.ex:93).
Erlang source has no user-defined code that runs at compile time.
Hyperlang's front end does not run the preprocessor (epp). It expands one
macro, ?MODULE, by token substitution (lib/hyperlang/otp_frontend.ex,
expand_module_macro/1). It admits these attributes: -module, -export
(both inert), -record, -behaviour, -vsn, -doc, -moduledoc,
-spec, -callback and -optional_callbacks. It rejects every other
attribute. Our probes confirmed the rejections: -include, -define,
-compile({parse_transform, ...}), -on_load and -nifs all fail at
program/1 as parse errors, and so does ?LINE.
The compile itself is metered. The whole parse, verify, code generation and
OTP compile path runs in one worker. That worker is bounded by a reduction
budget (max_compile_reductions, 200,000,000 by default), a wall-clock
backstop and a heap cap. Reductions do not depend on host load, so a program
is admitted or rejected the same way on an idle host and on a busy one.
The sound path to sandboxed Elixir
The sound way to sandbox Elixir source is to run the unchanged Elixir
compiler inside the isolate. Macro expansion is then guest execution. The
same reduction, heap and wall limits that bound any run then bound the
compile, so a compile bomb dies by budget. Hyperlang provides the substrate
this needs: metered guest execution, a bounded atom universe and
capability-scoped surfaces.
Such an effort needs three things from the host. First, the OTP surfaces
that the Elixir compiler uses, such as the code server, ETS and file reads,
exposed as Hyperlang capabilities. Second, atom creation routed through a
bounded encoder. Third, loading of the compiler's output through Hyperlang's
verified code generation. Hyperlang does not include an Elixir guest
compiler. If you want to work on one, see CONTRIBUTING.md.
Isolation by lowering
Hyperlang enforces isolation in the compiler front end. It does not apply
surface checks to source text. The pipeline (lib/hyperlang/compiler.ex) is:
	Parse. A vendored, renamed copy of OTP's erl_scan and erl_parse
reads the source. Its atom-producing paths are patched so that names stay
binaries. Parsing creates no atoms.
	Lower to SafeCore. The parsed forms become Hyperlang's own IR.
Unsupported forms are errors.
	Verify (lib/hyperlang/verifier.ex) over the whole IR: function and
record limits, guard-only expressions in guards, and record and variable
rules.
	Classify (lib/hyperlang/classifier.ex). Every call becomes exactly
one kind: a local call, a call to a declared binding export, a call to an
allowlisted stdlib MFA (lib/hyperlang/stdlib_allowlist.ex), or a
Hyperlang-owned surface. The last clause rejects everything else ("remote
call M:F/A is not declared"). Dynamic M:F(...), apply/2,3 and external
funs are errors. The only dynamic dispatch is source-snapshot apply,
which dispatches over a candidate set fixed at compile time.
	Verify again after classification.
	Generate code (lib/hyperlang/codegen.ex). Each call becomes a call
into a Hyperlang runtime wrapper, which sanitizes arguments and results
(lib/hyperlang/terms.ex), or a direct call to a function in a small,
fixed set of pure stdlib functions. Receive clauses are wrapped in a
message envelope. Atoms are mapped onto the program's pooled universe.
	Check the generated forms (Codegen.verify_generated_forms/2). Every
call in the output must pass one positive gate,
generated_call_allowed?/3 in lib/hyperlang/stdlib.ex. Unknown tuple shapes,
dynamic calls, !, bare receives and external funs are errors
(generated_form_verify).
	Compile and load the generated module only.
compile:noenv_forms/2 runs on Hyperlang's own forms in the
reduction-bounded worker. The result is loaded into a code slot.

The generated BEAM code therefore cannot express a call outside the
program's closed call graph. This holds even if an earlier stage has a bug,
because step 7 checks the output against an allowlist, not the input.
Two results from the sandbox suite show why this matters:
	Guard bodies (fix G1). The verifier once accepted fun, try,
case, if and comprehensions inside guards. In one fuzzed program
(grammar seed 364), a raw filename:basename/1 call came out of a fun in a
guard. filename:* calls are only allowed through a Hyperlang wrapper, and
this one had been emitted without it. The generated-form gate (step 7)
rejected it before any code loaded. In 36 other seeds, the OTP compiler
rejected the output. A check on the source surface would have seen an
allowlisted stdlib call and passed it. The verifier now rejects these forms
itself.
	Fuzzing. Grammar and mutation fuzzing produced no program that crashed
the host, returned a pid, port, ref or fun, or escaped the fault taxonomy.

What the other approaches enforce, and where
	Approach	Where enforcement happens	Mechanism (source)
	Hyperlang	Compile time over the full IR, then a positive gate over the generated forms	Lowering plus a closed call graph (above)
	Dune 0.3.18	Parse time, then run time	Parses with an atom encoder, rewrites the AST against an allowlist, and routes dynamic calls through Dune.Shims.Kernel.safe_apply/4, which checks allowlist.fun_status/3 at run time (lib/dune/shims/kernel.ex:62). Evaluates the sanitized AST with Code.eval_quoted_with_env/3, so it interprets the code and does not compile it.
	erl_eval with function handlers	Run time	The non-local function handler is an interpreter hook. The OTP docs state that calls to funs created by fun ... end are hidden from it. Our probe found that it also does not see an external fun such as fun os:cmd/1, so F("...") and lists:map(fun os:cmd/1, ...) ran os:cmd.
	Luerl 1.5.1	Run time	The guest is Lua, interpreted in Erlang. luerl_sandbox overwrites a fixed list of dangerous globals with the value sandboxed (src/luerl_sandbox.erl:48-65). The host decides which Erlang functions to expose.
	safeish 0.5.0	Load time	A BEAM bytecode verifier with call and function-literal allowlists. Its README says "NOT FOR PRODUCTION USE". Bounty exploits were merged as test cases (PRs #1 to #4, #7 and #9). No longer maintained.
	wasmex 0.15.1	Instantiate and run time	WebAssembly's import model: a module can call only its declared imports. wasmtime 47.0.3 compiles it to native code with fuel or epoch interruption.
	Peer node, OS process	OS	A separate OS process with its own VM. There is no capability restriction inside it.

We found no text, regex or string-blocklist sandbox among the systems we
checked, and we do not describe any of them that way.
To our knowledge, Hyperlang is the first in-VM isolation design for the BEAM
that lowers guest source through its own compiler into a closed,
per-program call graph and checks the generated code against a positive
allowlist before loading it. We checked Dune, Luerl, tv-labs lua,
erl_eval with handlers, safeish, wa_embedder (it compiles WebAssembly to
BEAM modules but makes no security claim and creates atoms from export
names), ptc_runner, QuickBEAM, abacus, wasmex, Extism, Orb and Firefly. Our
search was limited to public hex packages, GitHub and the forums cited here.
Partial trust in agent systems
Agent systems run code that is not entirely trusted. Some of it the agent
writes itself. Some of it comes as tools and plugins, or as per-tenant
logic. The agent's own behaviour can also be steered by untrusted input,
through prompt injection or poisoned tool output. Most such code is fine.
But it must not hold ambient authority. It must be metered and contained, so
that one bad step cannot reach the host, other tenants, or capabilities it
was not granted.
The actor model suits this work. Agents are long-lived, stateful, concurrent
and message-driven. They fail independently and need supervision. BEAM
processes and OTP give that directly. What the BEAM lacks is a way to run
partly trusted code inside the VM as an actor with no ambient authority,
metered and admitted. So teams leave the BEAM to get it:
	E2B gives every session "a hardware-isolated Firecracker microVM"
(e2b.dev). Its docs state that resuming a sandbox
"takes approximately 1 second"
(Persistence).
	Firecracker's specification states that a microVM with 1 CPU and 128 MiB
of RAM boots in at most 125 ms, with at most 5 MiB of VMM memory overhead
(SPECIFICATION.md,
Overhead).
	smolagents runs generated code in the host process by default. Its docs
warn that "no local python sandbox can ever be completely secure" and point
to E2B, Docker or other remote executors
(Secure code execution).
	AutoGen's DockerCommandLineCodeExecutor "will create a Docker container
and run all commands within that container". Its local executor carries
the warning "Use it with caution."
(Command line code executors).
	Pydantic's mcp-run-python ran Python in Pyodide inside Deno. Its
archival notice says "there's just no safe way to run Python within
pyodide safely with reasonable latency"
(pydantic/mcp-run-python).
	Cloudflare's Dynamic Workers run code in V8 isolates. Cloudflare writes
that "An isolate takes a few milliseconds to start and uses a few megabytes
of memory" (Sandboxing AI agents, 100x faster).
Its Worker Loader API
documents load(code) "for one-time AI-generated tool calls".
	The Anthropic API
code execution tool
runs in a Linux container with 5 GiB of RAM and internet access disabled.
Claude Code sandboxes
commands with Seatbelt on macOS and bubblewrap on Linux.

Hyperlang gives the BEAM that primitive inside the VM. Guest actors are
ordinary Erlang: callback actors, durable actors with storage bindings,
channels and timers. They are capability-scoped and metered. In our
harness, a new tenant of a compiled program answered in 0.05 ms, an idle
guest actor added 23 KiB of resident memory, and a guest message round trip
took 0.83 µs. A peer node, the nearest BEAM-native alternative, took 111 ms
to boot and added 74 MiB. The README shows an agent running a generated tool
as a guest.
The isolation strength differs. A microVM or a separate OS process gives
OS-level separation, which Hyperlang does not provide. See
Residual effects that remain.
Prior art
Versions are those on hex.pm or GitHub when we checked. Sources were read at
the stated tag.
Dune (Elixir, AST rewriting)
	Version: hex 0.3.18, tag v0.3.18 (b82ff4aa), github.com/functional-rewire/dune.
	Mechanism: parse with an atom encoder, sanitize the AST against an
allowlist, evaluate with Code.eval_quoted_with_env/3 in a spawned
process. The process has priority: :low and
max_heap_size: %{size: _, kill: true} (lib/dune/eval/process.ex:61-77).
	Limits: max_reductions (default 30,000), max_heap_size (default
50,000 words), timeout (default 50 ms) and atom_pool_size (default
5,000) (lib/dune/opts.ex:83-91). A watcher process polls reductions.
	Gaps we measured:	The heap cap does not set include_shared_binaries. A guest that
collected 1 KB strings under a 10M-word (80 MB) cap was stopped after
1.3 s, when host memory had risen by 270 MB.
	Guest code can read its own pid: self() returned a pid.
	In a Dune.Session, defining a module with a one-letter name (K or
A) and calling it in a later evaluation raised a KeyError in Dune's
parser. The exit killed the calling host process
(probes/dune_session_crash.exs). Longer names worked.
	Existing atoms pass through (String.to_existing_atom/1 in
lib/dune/parser/atom_encoder.ex:192), so guest code can name any atom
already in the VM.


	Self-reported fixes (CHANGELOG): atom leaks (0.1.1), a VM crash via
bitstrings (0.3.3), and security fixes in 0.3.14 and 0.3.17.
	Language limits (README): no structs, behaviours, protocols, processes
or metaprogramming.

Luerl (Lua on the BEAM)
	Version: hex 1.5.1, tag v1.5.1 (772b25e9), github.com/rvirding/luerl.
	Mechanism: a Lua interpreter whose whole state is an Erlang term.
luerl_sandbox removes io, file, parts of os, package, load,
loadfile, require, dofile and loadstring
(src/luerl_sandbox.erl:48-65). It leaves debug installed.
	Limits: max_time (default 100 ms), max_reductions (default
none), and spawn_opts. There is no memory limit unless the caller
passes max_heap_size in spawn_opts.
	Gaps we measured:	Reductions are polled every 100 ms (wait_reductions/2). An infinite
loop under a 10M-reduction limit ran to 36.7M reductions before it was
killed.
	With max_reductions set, even a trivial return 1 took 100 ms,
because the first poll sleeps.
	When the runner died on its heap limit, luerl_sandbox:run/3 did not see
the death. It returned {error, timeout} only when max_time (4 s)
expired.
	The runner is spawned without a link (start/4), and only the caller
enforces max_time. When we killed the caller of an infinite loop, the
runner kept one core busy past its 1 s max_time
(probes/orphan_runs.exs).


	Atoms: Lua names stay binaries. 50,000 distinct string keys added 13
atoms after warm-up.

erl_eval with restricted function handlers
	Docs: OTP 29 erl_eval, "Non-Local Function Handler". The handler is
called for fun calls, BIF calls, M:F calls and operators. Exceptions:
"calls to erlang:apply/2,3" and functions defined by fun ... end
expressions are hidden from it.
	Gaps we measured (probes/probes.exs, handler allowing only lists,
maps and arithmetic BIFs):	F = fun os:cmd/1, F("echo pwned") ran the command.
	lists:map(fun os:cmd/1, [...]) also ran it.
	Scanning creates atoms: each program with 2,000 new atom literals added
2,000 atoms. Stock erl_scan calls list_to_atom/1.
	erl_eval runs in the calling process. A receive in guest code read a
message from the host's mailbox.
	It has no limits. The host must add a process, max_heap_size and a
kill timer. With an unlinked evaluator process, a guest loop kept running
after its caller died (probes/orphan_runs.exs).


	Elixir: Code.eval_string/3 docs (Elixir 1.20): "Don't use
eval_string/3 with untrusted input".

Peer nodes and OS processes
	Mechanism: a separate VM in its own OS process. The OTP peer module
(OTP 25+) can connect over standard I/O, without distribution.
	What it gives: separate memory, schedulers and atom table. In our
probe, 50,000 atoms created in a peer added 0 atoms to the host.
	What it does not give: any restriction inside the VM. In the peer,
os:cmd/1 and file:read_file/1 worked. Over distribution, connected
nodes have full access to each other (OTP Secure Coding Guidelines; EEF
Distribution).
	OS tools: MuonTrap (hex 2.0.1) applies cgroup limits and kills child
processes. Its README says that network sandboxing "is not supported. Look
at tools like bubblewrap." ex_sandbox (hex 1.6.0) composes cgroups,
namespaces, setpriv and bwrap on Linux.

WebAssembly: wasmex
	Version: hex 0.15.1 (c34f951a), github.com/tessi/wasmex. It pins
wasmtime 47.0.3 (native/wasmex/Cargo.lock).
	Mechanism: a Rust NIF over wasmtime. Guest code runs on a Tokio
runtime whose thread count equals the number of host CPU cores
(native/wasmex/src/engine.rs:9-21). It does not run on the BEAM's
schedulers.
	Limits:	Fuel is off by default (lib/wasmex/engine_config.ex).
	Linear memory is unlimited by default; Wasmex.StoreLimits caps it.
	call_function/4 has a timeout (default 5 s). In 0.15.0 and later, a
timed-out call is interrupted by epoch. Our probe confirmed that CPU use
stopped after the timeout.


	What we measured:	Fuel stopped an infinite loop.
	A memory.grow loop stopped at the 80 MB store limit.
	With 16 concurrent infinite loops (one per host core, the size of the
Tokio pool), every call returned its 100 ms timeout, but the loops kept
running: the BEAM still used 4 to 8 cores 10 to 12 s later, in two runs.
With 8 or 15 loops, CPU use dropped to zero after the timeouts
(probes/wasm_pool_saturation.exs). We did not find the cause.
	In the 16-tenant noisy-neighbour cell, the first three victim calls each
exceeded 5 s. The host BEAM used 11.0 cores while running with +S 4:4,
and 11.8 cores after the cell ended
(results/noisy_trial_with_wasm16.log).


	Advisories in range for wasmtime 47.0.3:	GHSA-32h6-97mm-8q3c (critical): component async-lifted callback results
are unvalidated, causing a native stack buffer overflow; fixed in 48.0.4.
	GHSA-mghf-wjfp-p5xm (critical): Cranelift on aarch64 can jump to the
wrong target on a large br_table; fixed in 48.0.7.
	We did not check whether wasmex's configuration reaches either path.



Other systems we checked
	safeish (hex 0.5.0, last commit 2022): a BEAM bytecode verifier,
broken by bounty exploits (see above).
	tv-labs lua (hex 1.0.2): a pure-Elixir Lua VM. max_instructions is
:infinity by default, and its budget is "recoverable via pcall".
	ptc_runner (hex 0.15.0): an interpreted Lisp with a closed atom
allowlist. It uses max_heap_size with include_shared_binaries: true.
Its docs ask hosts to add an OS or container memory limit for adversarial
tenants (lib/ptc_runner/sandbox.ex:64-66).
	QuickBEAM (hex 0.11.3): QuickJS as a Zig NIF, plus a BEAM interpreter
of QuickJS bytecode with step, memory and time limits.
	wa_embedder (hex 0.3.3): compiles WebAssembly to BEAM modules. It makes
no security claim, creates atoms from export names
(src/wa_embedder.erl:503), and has no fuel or reduction limits.
	Firefly: archived (last commit 2023). Extism Elixir SDK: last commit	Orb: a compiler from Elixir to WebAssembly, not a runtime.



Guarantee matrix
Each cell is labelled. P means a probe we ran (probes/ in the
harness). M means a measurement. S means the project's source or
docs at the stated version. Spec means Hyperlang's security
specification and its tests.
	Property	Hyperlang	Dune 0.3.18	Luerl 1.5.1	erl_eval + handler	wasmex 0.15.1	Peer node / OS process
	Guest language	Erlang	Elixir subset	Lua	Erlang	Any language compiled to Wasm	Any
	Same VM as the host	Yes	Yes	Yes	Yes	Yes (native code via NIF, own threads)	No
	Ambient authority	None by construction: positive call classification plus a generated-code gate. apply, external funs, computed M:F, HOF laundering and self() are rejected at compile time (P)	AST allowlist plus a run-time check. Same probes restricted (P). self() returns a pid (P)	Lua has no Erlang reach unless the host installs functions. Dangerous globals are overwritten (S)	Hook at run time. External funs bypass it: os:cmd ran (P)	Only declared imports (S)	Full ambient authority inside the VM: os:cmd and file reads worked (P)
	Atom table	Fixed host-bounded set; pool atoms created on first use; 0 after warm-up across 1,000 adversarial programs (P)	Pooled, 0 growth after the first pool fill (P). Existing atoms reachable (S)	Names stay binaries: +13 for 50,000 keys (P)	+2,000 atoms per 2,000-literal program, unbounded (P)	No atoms from guest code (S)	Separate table: host +0 (P)
	Reductions	Per run, watchdog; loop stopped in 28 ms at 10M (P)	Polled; loop stopped in 30 ms at 10M (P)	Polled every 100 ms; 36.7M at a 10M limit (P)	None built in (S)	Fuel, exact (P)	OS only
	Heap	Per run, shared binaries counted; stopped at +77 MB under an 80 MB cap in 39 ms (P)	Shared binaries not counted: +270 MB under an 80 MB cap, 1.3 s (P)	Only via spawn_opts; death reported as timeout after 4 s (P)	Host-built (P)	StoreLimits cap held (P)	OS only
	Wall time	Per run; 100 ms deadline hit at 109 ms (P)	timeout; 100 ms (P)	max_time; 100 ms (P)	Host-built (P)	Call timeout, epoch interrupt (P)	Host-built
	Compile bound	Reduction budget plus wall backstop (Spec)	parse_timeout (S)	None found (S)	None (S)	None measured	N/A
	Noisy-neighbour admission	Scopes: live-run admission, runnable permits, latency and background classes (Spec, M)	Evaluator at low priority (S)	None (S)	None (S)	None; shared native pool (M)	OS scheduler
	Term sanitization at the boundary	Pids, ports, refs and funs rejected both ways (Spec)	Returns raw terms, including pids (P)	Lua values only (S)	Raw terms (S)	Numbers and linear memory (S)	Full term exchange
	Capability-scoped filesystem	Virtual mounts with permissions and limits (Spec)	None; File restricted (P)	None; io/file removed (S)	None	WASI preopens (S)	Full host filesystem
	Guest code loading	Only verified generated code, content-addressed (Spec)	No real modules (S)	load removed (S)	No modules	Per store	Unrestricted
	Guest stops when its caller dies	Yes (P)	Yes (P)	No: runner continues past max_time (P)	Only if the host links the evaluator (P)	At its call timeout; not at pool saturation (P)	Child VM stops when its control connection closes (S)
	Cross-tenant isolation	Per-run process and limits group; scoped timers and channels (Spec). Shared schedulers, allocators and code server (Spec)	Process per evaluation (S)	State is a value; no sharing (S)	Runs in the caller; read the host mailbox (P)	Store per instance; shared thread pool (M)	Separate VMs
	Deterministic profile	Clocks and entropy need capabilities.nondeterminism (Spec)	Not checked	Not checked	No	Fuel is deterministic (S)	No
	Guest actors (OTP)	gen_server, gen_statem, gen_event and supervisor conformance suites (Spec)	No processes (S)	No (S)	No	No	Full OTP
	Tested sandbox surface	Adversarial suite: code-generation escape, verifier/codegen agreement, atoms and terms, bindings, cross-guest access, channels, the sys facade, filesystem and loader, error and stdout leaks, chaining of leaked names; plus grammar and mutation fuzzing; no escape found (Spec)	CHANGELOG security fixes (S)	Not found	N/A	wasmtime advisories exist (S)	N/A

Probe results
These are the outcomes of the ported probes (probes/probes.exs,
results/probes.txt). The probes are a subset of Hyperlang's sandbox suite.
	Probe	Hyperlang	Dune	Luerl	erl_eval + handler	wasmex	Peer node
	Many new atom literals in source	500 admitted, +0 atoms; 2,000 rejected (pool limit), +0	Pool exceeded at 1,251; +1,314 first round, then +0	n/a (names are binaries)	+2,000 per program	n/a	+0 in the host
	list_to_atom × 50,000	Rejected at compile	Restricted at run time	n/a	Denied by handler	n/a	n/a
	apply(os, cmd, ...)	Rejected at compile	Restricted	os.execute sandboxed	Denied	n/a	Ran
	External fun fun os:cmd/1	Rejected at compile	Restricted	n/a	Ran	n/a	Ran
	HOF laundering (lists:map(fun os:cmd/1, ...))	Rejected at compile	Restricted	n/a	Ran	n/a	Ran
	self()	Rejected at compile	Returned a pid	n/a	Denied	n/a	n/a
	spawn	Run-time error without a host hook	Restricted	n/a	Denied	n/a	n/a
	Read the host's mailbox	Not expressible: generated receives must match the message envelope (S)	n/a	n/a	Read a host message	n/a	n/a
	Unbounded heap, 80 MB cap	Stopped in 39 ms, +77 MB	Stopped in 1.3 s, +270 MB	Stopped, reported as timeout after 4 s	Host-built cap: 32 ms, +60 MB	Store cap held	OS limits only
	Infinite loop, 10M reductions	Stopped in 28 ms	Stopped in 30 ms	36.7M reductions, 100 ms	Host-built timer	Fuel trap in 50 ms	OS limits only
	Caller killed during an infinite loop (1 s limit)	Stopped, 0 CPU after	Stopped, 0 CPU after	Kept running	Kept running (unlinked evaluator)	Stopped at its timeout	n/a
	-include, -define, -compile, -on_load, -nifs	Rejected at compile	n/a	n/a	n/a	n/a	n/a

Benchmark method
Workloads
Every system runs the same kernels and returns the same values:
	id(42): a trivial call.
	fib(N): naive recursive Fibonacci (fib(20) = 6765, fib(25) = 75025).
	sort(1000): generate 1,000 integers with an LCG (seed 42,
x' = (x * 1103515245 + 12345) rem 2^31), sort them, and return the first
plus the last. wasmex has no list kernel.
	loop(500): count down from 500 (the noisy-neighbour victim).
	spin(_): loop forever (the noisy-neighbour load).

The sources are in compare/lib/compare.ex: Erlang for Hyperlang, the peer
node and the OS process; Elixir for Dune; Lua for Luerl; Erlang expressions
for erl_eval; WAT for wasmex.
Configurations
	Hyperlang: Hyperlang.run/4 with default policy (a worker process per
run), run_in_caller?: true, and a callback actor from
Hyperlang.module/1 called with GenServer.call/2.
	Dune: Dune.Session with the module defined once. Limits:
max_reductions: 100_000_000, max_heap_size: 10_000_000,
timeout: 5_000.
	Luerl: a luerl_sandbox:init/0 state with the functions loaded.
Measured two ways: luerl:call_function_dec/3 in the caller (no limits),
and luerl_sandbox:run/3 (spawned, max_time only, because
max_reductions adds 100 ms to every run).
	erl_eval: funs bound once. Each call is evaluated in a process
spawned with a 10M-word max_heap_size.
	wasmex: one instance per tenant, fuel on, 1 MB memory limit.
	Peer node: :peer.start_link/1 over standard I/O with +S 4:4; the
kernel module loaded with code:load_binary/3; calls with :peer.call/4.
	OS process: erl -noshell -noinput +S 4:4 behind a {packet, 4}
port; calls are term_to_binary RPCs.
	Native reference: the Erlang kernel compiled with compile:forms/2 and
called directly in the host VM.

Procedure
	One host BEAM at a time, with +S 4:4. At most two child VMs.
	Each round runs every system, and the system order rotates between rounds.
	Results report the median and the range over rounds. The load column is
the 1-minute load average at each sample.
	Warm calls: the mean over 5,000 (id), 50 (fib(20)), 100 (sort) or 5
(fib(25)) calls, after a warm-up.

Results
Host: 16-core Apple Silicon (macOS), OTP 29.0.2, Elixir 1.20.0, BEAM
+S 4:4. Other jobs ran on the host during every measurement.
Tenant start from a compiled program
Each system prepares what it can once: Hyperlang compiles the program,
wasmex compiles the module against a shared engine, Luerl loads the state,
erl_eval builds the bindings and Dune evaluates the module into a session.
Each measured start then creates one new tenant from that prepared form and
answers id(42). Child VMs have nothing to prepare and pay their boot. Five
rounds; the in-VM rows average 200 starts per round, the child VMs 3. Load
average 12 to 15 (bench/prestart.exs).
	System	Median	Range
	Hyperlang run/4 of a compiled program	0.052 ms	0.044 ms–0.099 ms
	luerl_sandbox:run/3 on a loaded state	0.029 ms	0.028 ms–0.041 ms
	erl_eval call on prepared bindings	0.007 ms	0.006 ms–0.018 ms
	wasmex new store and instance of a compiled module	0.084 ms	0.045 ms–0.402 ms
	Dune call on a prepared session	0.409 ms	0.292 ms–1.8 ms
	Peer node boot + call	111.5 ms	104.1 ms–290.6 ms
	OS erl process boot + call	123.2 ms	108.5 ms–409.4 ms

Start from source
Time from source text to the first answer of id(42), measured on an
earlier build of this release. Five rounds; the in-VM rows average 20 starts
per round. Load average 7.5 to 7.6, except the Docker row (10.1).
	System	Median	Range
	Hyperlang program/1 + run/4	17.0 ms	16.7–17.3 ms
	Hyperlang program/2 cache hit + run/4	0.17 ms	0.17–0.18 ms
	Dune session + call	1.11 ms	1.10–1.16 ms
	Luerl sandbox init + load + call	0.11 ms	0.09–0.11 ms
	erl_eval parse + eval + call	0.05 ms	0.05–0.07 ms
	wasmex compile + instantiate + call	0.53 ms	0.52–0.56 ms
	Peer node boot + load + call	91.2 ms	87.9–93.9 ms
	OS erl process boot + load + call	94.2 ms	93.8–97.3 ms
	docker run --rm alpine:3 true (no Erlang inside)	178 ms	163–192 ms

Hyperlang's cold start is a full compile through the verifier and the OTP
compiler. The interpreters only build a data structure. The container figure
is a lower bound for container isolation: the image was linux/amd64, run
under emulation in Docker Desktop's VM, with no BEAM inside.
Warm calls
Mean time per call, in µs. Three rounds; median, with the range in brackets
where it matters. Load average 11 to 15.
	System	id(42)	fib(20)	sort(1000)	fib(25)
	Native BEAM, in the caller (reference)	0.06	82	54	961
	Native BEAM, fresh process per call (reference)	1.9	79	74	950
	Hyperlang actor GenServer.call	30	62	269 (232–316)	464 (401–1,148)
	Hyperlang run/4, worker process	46	125 (67–147)	240 (237–375)	1,051 (396–1,339)
	Hyperlang run/4, in caller	21	54 (51–124)	243 (231–332)	373 (346–1,026)
	Dune session eval	320	23,714	9,248	294,149
	Luerl call_function, in caller, no limits	0.31	9,062	758	115,775 (106,844–139,324)
	luerl_sandbox:run/3, spawned	28	7,122 (6,750–12,815)	663 (490–731)	94,044 (84,676–115,376)
	erl_eval, spawned, heap cap	4.4	9,740	1,819	111,653 (106,320–204,206)
	wasmex call_function, fuel	15 (10–15)	76 (71–105)	n/a	684
	Peer node :peer.call	31	54 (51–79)	94 (83–109)	348 (326–487)
	OS process port RPC	26	48 (45–88)	91 (64–96)	432

	Two speed levels. Plain BEAM code ran fib(25) at about 0.37 ms or
about 1.0 ms, depending on the run. The ranges above show both levels for
the same row. This fits scheduler threads landing on different core types
of this Apple Silicon host. We did not pin threads, so compare compute
across rows with care.
	Guest against native, same load. bench/guest_cost.exs alternates
single guest and native calls so that both see the same conditions. Over
50 pairs, a guest fib(25) through run/4 took a median 1.20x the native
time in a fresh process (range 0.93x to 2.84x), and this includes the
per-run cost. The medians were 0.39 ms (guest) and 0.36 ms (native) at load
average 8.
	Interpreters. On fib(25), Dune, Luerl and erl_eval took 94 to
294 ms (median), against 0.35 to 1 ms for compiled code in the same runs.
	Per-call cost. Each Hyperlang call takes one Scope admission call,
fresh per-run limits and sanitization: about 21 µs for a run/4 in the
caller, 30 µs for an actor call and 46 µs for a run/4 worker. Luerl in
the caller and wasmex have a lower fixed cost for tiny calls.

Throughput under concurrent tenants
Each tenant owns its own instance and calls fib(15) in a loop for 1.5 s.
Calls per second for all tenants together (three rounds, median). Child VMs
are capped at two by the lane rules.
	System	1 tenant	2	4	16	64
	Hyperlang actor	25,721		44,948	46,642	38,529
	Hyperlang run/4	19,055		26,162	36,950	28,556
	Dune	229		725	69	86
	Luerl in caller, no limits	1,270		3,237	3,291	3,634
	luerl_sandbox:run/3	1,333		3,090	3,318	2,973
	erl_eval	837		2,548	2,518	2,547
	wasmex	27,485		106,490	240,446	280,838
	Peer node, one VM per tenant	22,076	32,290			
	OS process, one VM per tenant	24,585	31,873			

Load average 10 to 17.
	The BEAM systems run on four schedulers. wasmex runs guest code on its own
thread pool, sized to all 16 host cores. Each child VM brings four more
schedulers. So the wasmex and child-VM rows use more CPU than the in-VM
BEAM rows.
	For calls this small, per-call cost dominates. Hyperlang ran 8x to 20x
more calls than Luerl and erl_eval, more than the child VMs, and fewer
than wasmex, which uses all host cores.

Memory per tenant
Each row is one fresh BEAM per round, so allocator caches from another
system do not leak into the result. The harness warms the system up, forces a
garbage collection of every process, waits 1 s, and samples. It then creates
N tenants, collects and waits again, and samples a second time. The numbers
are the per-tenant difference: OS resident memory (RSS), and the BEAM's own
counters. Three rounds, systems interleaved; median and range. Load average
9 to 11. The child-VM rows are from an earlier run at load 9.5 to 14.6.
	Tenant	N	RSS per tenant	BEAM total per tenant
	Hyperlang idle actor, one shared program	2,000	23 KiB (22–26)	9.5 KB
	Dune session with the module	2,000	109 KiB (101–124)	29.9 KB
	Luerl sandboxed state with the functions	2,000	71 KiB (58–71)	20.6 KB
	erl_eval bindings with the funs	5,000	23 KiB (23–23)	6.9 KB
	wasmex instance of a Rust guest: own store, shared engine and module	2,000	89 KiB (88–89)	3.2 KB
	Peer node	1 VM	75,824 KiB (74,832–77,184)	
	OS erl process	1 VM	77,360 KiB (76,096–77,776)	

What each number includes:
	Hyperlang actor. The loaded program is one shared literal in its code
slot, which the actor pins while it lives, so actors only reference it.
The figure covers the actor process and its scope and limits bookkeeping.
	Hyperlang program. A compiled %Hyperlang.Program{} value is about
35 KB of terms, and a loaded program's shared literal about 46 KB.
	Interpreters (Dune, Luerl, erl_eval): the tenant is a data structure
held by the host. Each run then copies it into a fresh process.
	wasmex. erlang:memory/0 does not count NIF memory, so only the RSS
column covers the wasmtime store and instance. The guest is the same
kernels compiled from Rust (std, default 1 MiB stack, heap), and each
instance ran id, fib and sort once, so its stack and heap pages are
touched. RSS counts touched pages only; a larger guest touches more.
	Peer node and OS process: the RSS of one child VM started with
+S 4:4, idle after loading the kernel module.

An idle Hyperlang actor costs about 3,300x less resident memory than a peer
node or an OS erl process, and less than a Luerl state, a Dune session or
a wasmex instance. Only erl_eval bindings, which hold no isolation, are as
small.
Message round trip
	Hyperlang message ping-pong (bench/message_ping_pong.exs): a guest sends
to an echo process through the host's message hook and receives the reply,
50,000 times. Three runs took 0.82, 0.83 and 0.90 µs per round trip at
load average 7.4.
	Calls from the host into a tenant: see the id(42) column above. The
peer node took 29 µs and the OS process 25 µs.

Victim latency next to noisy neighbours
The victim makes 1,000 sequential loop(500) calls. Each noisy tenant runs
spin/1 over and over, and each run is stopped at 100 ms by the system's own
control. We report the victim's p99 in µs (three rounds, median and range),
the host BEAM's CPU use in cores, and victim calls that failed or exceeded
5 s.
	System	Victim p99, 0 tenants	4 tenants	16 tenants	Host BEAM cores used, 16 tenants
	Hyperlang with Hyperlang.Scope (victim :latency, noise :background with a rate quota)	271 (241–306)	293 (275–421)	370 (227–410)	1.5
	Hyperlang without scope controls	224 (222–323)	482 (400–532)	711 (438–892)	3.2
	Luerl luerl_sandbox (max_time 100 ms)	183 (150–200)	272 (262–389)	557 (451–1,399)	3.4
	erl_eval (host kill timer 100 ms)	287 (204–321)	715 (596–12,476)	2,124 (1,365–2,310)	3.4
	Dune (timeout 100 ms)	3,551 (2,720–8,347)	18,969 (15,250–23,731)	126,638 (106,458–137,530)	3.5
	wasmex (call timeout 100 ms)	32 (29–72)	145 (41–405)	not measured, see below	n/a
	Peer nodes (victim in one VM, noise in another)	107 (73–817)	152 (116–180)	122 (63–426)	0.25 (noise runs in the other VM)

Victim p99 in µs; three rounds, median and range. Load average 12.7 to 32.0.
No victim call failed. After every cell, the VM's idle CPU use returned to
at most 0.01 cores, so no cell left work running that could bias the next.
	With scope controls, the victim's p99 rose 1.4x from 0 to 16 noisy
tenants. Without them it rose 3.2x. Luerl rose 3.0x, erl_eval 7.4x and
Dune 36x. The scope rate quota held the 16 noisy tenants to 1.5 cores.
	The peer-node victim stayed flat because its noise ran in another VM with
its own four schedulers, on a 16-core host. That is the OS-level
separation Hyperlang does not provide.
	wasmex at 16 tenants is not in the table. Sixteen spinning calls fill
wasmex's 16-thread pool, and the calls kept running after their timeouts
(see WebAssembly: wasmex). In a single trial of that
cell, the first three victim calls each exceeded 5 s. The host BEAM used
11.0 cores, and 11.8 cores after the cell ended. Those loops would have
biased every later cell, so the final runs skip it.
	Every noisy tenant stops at a flag between runs. Killing a Luerl or
erl_eval caller mid-run leaves its runner spinning
(probes/orphan_runs.exs). An earlier attempt killed the callers, left
orphaned runners, and we discarded its data
(results/discarded/noisy_attempt2_orphan_leak.*).

These victims run a short loop, so they measure scheduling delay. Heap
pressure and compile load are covered by the specification's own isolation
measurements.
Limitations of this comparison
	One shared, loaded host. Other jobs ran during every measurement. The
load average ranged from 6 to 32 in the final runs, and reached 100
during discarded attempts. We interleaved systems and report ranges. Absolute numbers will differ on a quiet host.
	Apple Silicon core types. Scheduler threads can land on performance or
efficiency cores. Compare compute numbers within one execution context.
	Unequal CPU budgets. The in-VM BEAM systems ran on four schedulers.
wasmex used its own pool sized to all host cores. Child VMs added four
schedulers each.
	Child VMs capped at two. The lane rules allowed at most two child
VMs, so the peer-node and OS-process throughput stops at two tenants.
	Container baseline. The Docker figure is a lower bound under emulation,
with no BEAM inside the container.
	Our harness, our configurations. Each competitor ran with the
configuration that the comparison describes. Other configurations may do
better.
	Probes are a subset. The ported probes cover representative attacks.
They are not each competitor's full attack surface, and a passing probe
does not prove a system secure.
	Published claims. We did not reproduce vendor figures for E2B,
Firecracker or Cloudflare. They are quoted from their docs.

Reproduction
The comparison harness is a separate Mix project. It depends on Hyperlang by
path and on the competitors from hex. It is not part of this repository.
export MIX_BUILD_ROOT=$HOME/.cache/mixbuild/hyperlang_pitch/compare ELIXIR_ERL_OPTIONS='+S 4:4'
mix deps.get
mix run bench/compare_bench.exs cold 5
mix run bench/compare_bench.exs warm 3
mix run bench/compare_bench.exs tput 3
mix run bench/compare_bench.exs noisy 3
mix run bench/compare_bench.exs docker 5
./run_mem.sh            # one fresh BEAM per system and round
mix run probes/probes.exs
mix run probes/dune_session_crash.exs
mix run probes/elixir_compile_time.exs
export ELIXIR_ERL_OPTIONS='+S 4:4 +sbwt none +sbwtdcpu none +sbwtdio none'
mix run probes/orphan_runs.exs
mix run probes/wasm_runaway.exs
mix run probes/wasm_stop_midcall.exs
mix run probes/wasm_pool_saturation.exs 16
python3 scripts/summarize.py
python3 scripts/tables.py noisy
python3 scripts/tables.py mem

Hyperlang-only measurements live in this repository:
mix run bench/guest_cost.exs
mix run bench/message_ping_pong.exs
mix run bench/eval_hot_path.exs

The sandbox suite and the fuzz campaigns cited in the matrix run with:
mix test test/sandbox
HL_FUZZ_SEED=20261025 HL_FUZZ_MUT_SEED=77777 HL_FUZZ_N=2000 HL_FUZZ_MUT_N=800 \
  mix test test/sandbox/fuzz_probe_test.exs --include sandbox_fuzz

The grammar campaign generates 2,000 programs and the mutation campaign 800.
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0.1.0
First public release.
Public API
The door:
	Hyperlang.program/1: compile an immutable source value into a
%Hyperlang.Program{}.
	Hyperlang.program/2: return a program cached under a caller-owned key and
call the loader only on a miss.
	Hyperlang.run/4: run one declared export with the authority in a spec.
Success is {:ok, value, %{stdout: [binary], reductions: integer, wall_us: integer}}; failure is {:error, sanitized_error} with a category
from the closed fault taxonomy.
	Hyperlang.module/1: return the confined OTP callback module of a program.

Host contracts and tools:
	Hyperlang.Program: the opaque, content-addressed program struct.
	Hyperlang.Binding: behaviour for host capabilities (exports/0,
call/3). Export options are limits, nondeterministic, effects and
docs.
	Hyperlang.SyscallHost: behaviour for the spec.syscall door behind the
guest sys:* facade (syscall/3, optional opaque_spawn_args?/1), plus
normalize/2, get_state/0 and put_state/1.
	Hyperlang.Scope: host-selected resource scopes (configure/2,
with_scope/2, current/0, close/1, stats/1). A scope bounds
concurrent runs and compiles, queues admission, sets the priority class,
caps aggregate heap, and charges channels, buffers and timers.
	Hyperlang.Limits: process-group reduction, ceiling and wall-deadline
metering for host spawn hooks (group/1, limit/2, attach/3,
detach/2, detach_children/1, delete/1, stat/1).
	Hyperlang.Chan: typed channels for syscall hosts.
	Hyperlang.Check: static whole-image checking of multi-module guests.
	Hyperlang.Manpage: troff man(2) pages for allowlisted stdlib modules.
	Hyperlang.Test: test kit (program/2, program!/2, run/4, run!/4,
start_actor!/3, assert_stdout/2).

Manifest keys (atoms only; unknown keys are rejected): entry, result,
exports, bindings, limits, terms, stdlib, syntax,
capabilities, profile, code_pool, sys, modules, filesystem,
tables and atom_universe.
Run spec keys: bindings, policy and syscall. Policy covers
max_reductions/budget, heap_words, wall_ms, atoms, scope, and
actor-lifetime rate and ceiling.
Other modules are internal and are not covered by version guarantees.
Isolation guarantees
	Each run gets fresh reduction accounting, and run-owned guest children
are killed when it ends. A spawned run's limits group is destroyed with
the run; the in-caller runs of one process (all callbacks of one actor)
share one group whose usage restarts with every run.
	Wall deadlines use a per-run timer, not a polling tick.
	Timer quotas and handles are keyed by host scope. Handles are random
128-bit integers, and cross-scope read or cancel returns false.
	Channels, buffers and broker heaps are charged against scope quotas and a
live owner.
	A live OTP actor pins its program's code slot until it exits, so its
callback module never unloads under it. Pins are charged to the actor's
scope and bounded by the scope policy max_code_pins.
	OTP actor status and crash reports always go through the host redactor.
	Guest mailboxes are on-heap.
	Internal fun application checks fun provenance.
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Toolchain
Hyperlang pins its stdlib allowlist to Erlang/OTP 29 and needs Elixir 1.20
or later. mise.toml selects the versions used for development.
Tests
mix test

The isolation stress and finding probes in test/isolation are opt-in. They
start peer BEAMs and take several minutes:
mix test test/isolation --include isolation_stress --include isolation_finding

Set ISOLATION_EVIDENCE_DIR to keep their measurement records.
Before sending a change, run:
mix compile --warnings-as-errors
mix format --check-formatted
mix test

Vendored OTP sources
vendor/ holds unmodified Erlang/OTP reference sources. src/ and
priv/guest_lib/ hold the derived files that Hyperlang compiles and runs, and
patches/ records the scanner and parser changes. NOTICE lists every file
and its OTP version. The scripts in scripts/ keep these in step:
	Script	Purpose
	update_otp_frontend.sh	Regenerate src/hyperlang_otp_scan.erl and src/hyperlang_otp_parse.erl from the vendored sources and the patches.
	diff_otp_frontend.sh	Show the scanner and parser diff against the vendored sources; --check verifies that it matches patches/. The test suite runs the check.
	update_otp_filesystem.sh	Refresh the vendored file.erl, file.hrl and filelib.erl from the installed OTP and print their SHA-256 hashes.
	update_otp_formatting.sh	Refresh the vendored io_lib* sources and regenerate the renamed src/hyperlang_otp_io_lib*.erl modules.
	rewrite_otp_formatting_modules.sh	Rename the io_lib* modules and their cross-references; used by the two formatting scripts.
	diff_otp_formatting.sh	Verify that the src/hyperlang_otp_io_lib*.erl modules equal the vendored sources after the rename.

When a vendored hash changes, update Hyperlang.CompatibilityBaseline
(test/support/compatibility_baseline.ex) and the hash table in
doc/SECURITY_SPECIFICATION.md.
Benchmark
bench/eval_hot_path.exs measures the per-call cost of a trivial run with
limits disabled and armed: mix run bench/eval_hot_path.exs
(HYPERLANG_BENCH_ITERATIONS sets the iteration count).
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Reporting a vulnerability
Report suspected vulnerabilities privately to bob@hyperbob.ai. Do not open a
public issue.
Include the Hyperlang version, the OTP and Elixir versions, a minimal guest
source and manifest that reproduces the problem, and the observed and
expected behavior.
Scope
The security contract is doc/SECURITY_SPECIFICATION.md. It defines what
Hyperlang guarantees, the threat model, and the known limitations. Hyperlang
alone is suitable for trusted or cooperative guest code. Semi-trusted or
hostile multi-tenant code needs host quotas plus OS or node isolation.
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                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   APPENDIX: How to apply the Apache License to your work.

      To apply the Apache License to your work, attach the following
      boilerplate notice, with the fields enclosed by brackets "[]"
      replaced with your own identifying information. (Don't include
      the brackets!)  The text should be enclosed in the appropriate
      comment syntax for the file format. We also recommend that a
      file or class name and description of purpose be included on the
      same "printed page" as the copyright notice for easier
      identification within third-party archives.

   Copyright [yyyy] [name of copyright owner]

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.
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Hyperlang
Copyright The Hyperlang Authors

This product is licensed under the Apache License, Version 2.0 (see LICENSE).

This product includes software developed by Ericsson AB as part of
Erlang/OTP (https://www.erlang.org), licensed under the Apache License,
Version 2.0. The OTP copyright notices are retained in each file.

Erlang/OTP sources
------------------

Hyperlang pins Erlang/OTP 29 (kernel 11.0.2, stdlib 8.0.1).

Unmodified reference copies, kept in the source repository under vendor/:

  vendor/otp_kernel_11_0_2/src/file.erl            (kernel 11.0.2)
  vendor/otp_kernel_11_0_2/include/file.hrl        (kernel 11.0.2)
  vendor/otp_stdlib_8_0_1/erl_scan.erl             (stdlib 8.0.1)
  vendor/otp_stdlib_8_0_1/erl_parse.yrl            (stdlib 8.0.1)
  vendor/otp_stdlib_8_0_1/erl_parse.erl            (stdlib 8.0.1, generated from erl_parse.yrl)
  vendor/otp_stdlib_8_0_1/src/filelib.erl          (stdlib 8.0.1)
  vendor/otp_stdlib_8_0_1/src/io_lib.erl           (stdlib 8.0.1)
  vendor/otp_stdlib_8_0_1/src/io_lib_format.erl    (stdlib 8.0.1)
  vendor/otp_stdlib_8_0_1/src/io_lib_fread.erl     (stdlib 8.0.1)
  vendor/otp_stdlib_8_0_1/src/io_lib_pretty.erl    (stdlib 8.0.1)
  vendor/otp_stdlib_8_0_1/src/gen.erl              (stdlib 8.0.1)
  vendor/otp_stdlib_8_0_1/src/gen_server.erl       (stdlib 8.0.1)
  vendor/otp_stdlib_8_0_1/src/gen_statem.erl       (stdlib 8.0.1)
  vendor/otp_stdlib_8_0_1/src/gen_event.erl        (stdlib 8.0.1)
  vendor/otp_stdlib_8_0_1/src/proc_lib.erl         (stdlib 8.0.1)
  vendor/otp_stdlib_8_0_1/src/supervisor.erl       (stdlib 8.0.1)
  vendor/otp_stdlib_8_0_1/src/sys.erl              (stdlib 8.0.1)

Derived files, modified by the Hyperlang Authors:

  src/hyperlang_otp_scan.erl
      Derived from stdlib 8.0.1 erl_scan.erl. Renamed module; atom-producing
      paths patched so untrusted names stay binaries. The change is recorded
      in patches/hyperlang_otp_scan.patch.
  src/hyperlang_otp_parse.erl
      Derived from stdlib 8.0.1 erl_parse.erl (generated from erl_parse.yrl).
      Renamed module; atom-producing paths patched. The change is recorded in
      patches/hyperlang_otp_parse.patch.
  src/hyperlang_otp_io_lib.erl
  src/hyperlang_otp_io_lib_format.erl
  src/hyperlang_otp_io_lib_fread.erl
  src/hyperlang_otp_io_lib_pretty.erl
      Derived from stdlib 8.0.1 io_lib.erl, io_lib_format.erl,
      io_lib_fread.erl and io_lib_pretty.erl. Module names and cross-module
      references renamed by scripts/rewrite_otp_formatting_modules.sh.
  priv/guest_lib/gen.erl
  priv/guest_lib/gen_server.erl
  priv/guest_lib/gen_statem.erl
  priv/guest_lib/gen_event.erl
  priv/guest_lib/proc_lib.erl
  priv/guest_lib/supervisor.erl
  priv/guest_lib/otp_sys.erl
      Guest ports of the stdlib 8.0.1 modules of the same name (otp_sys.erl
      ports sys.erl). They are rewritten to run as Hyperlang guest code.



  

  
    
    Hyperlang - Hyperlang v0.1.0
    
    

    


  
  

    
Hyperlang 
    



      
Compile and run untrusted Erlang-shaped guest programs.
The whole public API is four functions:
	program/1 compiles an immutable source value into a
Hyperlang.Program. The manifest, the binding MFA set, the export set
and the atom universe are fixed here and enter the program hash.
	program/2 returns a program cached under a caller-owned key and calls
the loader only on a miss.
	run/4 runs one declared export with exactly the authority in its
spec.
	module/1 returns the program's confined OTP callback module. Every
callback goes through run/4.

Errors are sanitized maps whose :category comes from a closed taxonomy;
see doc/SECURITY_SPECIFICATION.md.
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        errors()

      


    


    
      
        manifest()

      


    


    
      
        source_bundle()

      


    





  
    Functions
  


    
      
        module(program)

      


        Return the loaded confined module for an immutable program value.



    


    
      
        program(code)

      


        Compile an immutable, closed-world source value.



    


    
      
        program(key, loader_fn)

      


        Return a program cached under a caller-owned key, compiling the loader's
source value on a miss.



    


    
      
        run(spec, program, export, args)

      


        Run a declared export using only the authority present in spec.
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          @type errors() :: [map()]
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          @type manifest() :: map()


      



  



  
    
      
    
    
      source_bundle()



        
          
        

    

  


  

      

          @type source_bundle() :: binary() | %{optional(atom() | binary()) => term()}
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      module(program)



        
          
        

    

  


  

      

          @spec module(Hyperlang.Program.t()) :: module()


      


Return the loaded confined module for an immutable program value.
The module is a GenServer callback module. Start it with
GenServer.start(Hyperlang.module(program), {spec, arg}); init/1
receives arg, and every callback runs under spec. Raises
ArgumentError when the program cannot be loaded.
From init/1 until it exits, an actor pins the program's code slot, so
the module stays loaded under it even after release or code-pool
pressure. The pin is charged to the actor's scope (spec.policy.scope,
else the actor's own default scope), which may pin at most max_code_pins
distinct slots. init/1 stops with a code_pool error when that limit is
reached (pin_limit) or when the slot was reclaimed before the actor
started (not_loaded); call module/1 again and restart.

  



  
    
      
    
    
      program(code)



        
          
        

    

  


  

      

          @spec program(binary() | map()) :: {:ok, Hyperlang.Program.t()} | {:error, errors()}


      


Compile an immutable, closed-world source value.
Source maps use %{entry: "name.erl", files: %{"name.erl" => source}} and
may carry a compiler manifest under :manifest. A binary is the compact
single-source form.

  



  
    
      
    
    
      program(key, loader_fn)



        
          
        

    

  


  

      

          @spec program(term(), (-> binary()
                    | map()
                    | {:ok, binary() | map()}
                    | {:error, term()})) ::
  {:ok, Hyperlang.Program.t()} | {:error, errors()}


      


Return a program cached under a caller-owned key, compiling the loader's
source value on a miss.

  



  
    
      
    
    
      run(spec, program, export, args)



        
          
        

    

  


  

      

          @spec run(map(), Hyperlang.Program.t(), atom() | binary(), list()) ::
  {:ok, term(),
   %{
     stdout: [binary()],
     reductions: non_neg_integer(),
     wall_us: non_neg_integer()
   }}
  | {:error, term()}


      


Run a declared export using only the authority present in spec.
spec is %{bindings: %{name => {module, state}}, policy: map} plus an
optional syscall host door. bindings must name exactly the bindings the
program's manifest declares, with the same modules. export is :entry
(the manifest result root, called with hd(args)), an atom, or an
"name/arity" export id.
Success returns {:ok, value, meta} where meta is
%{stdout: [binary], reductions: non_neg_integer, wall_us: non_neg_integer}:
the sanitized guest stdout chunks in order, the reductions the guest call
consumed in its own process, and the wall time of the call in
microseconds. Failure returns {:error, error} with a sanitized error map.
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A named host capability that guest code calls statically.
A binding is a trusted host module. It declares the closed list of guest-
callable functions with exports/0 and implements them in call/3:
defmodule MyHost.KV do
  @behaviour Hyperlang.Binding

  @impl true
  def exports, do: [get: 1, put: 2]

  @impl true
  def call(%{ns: ns}, :get, [key]), do: MyHost.Store.get(ns, key)
  def call(%{ns: ns}, :put, [key, value]), do: MyHost.Store.put(ns, key, value)
end
The program names the binding once, in its manifest:
Hyperlang.program(%{entry: "main.erl", files: files,
                    manifest: %{bindings: %{"kv" => MyHost.KV}}})
Hyperlang.program/1 calls exports/0 and pins the derived MFA set
(kv:get/1, kv:put/2) into the normalized manifest, so the set is part
of the program hash. Guest code calls kv:get(Key) as an ordinary static
remote call; any other kv: function is a compile error.
A run supplies the same module with its per-run state:
Hyperlang.run(%{bindings: %{"kv" => {MyHost.KV, %{ns: tenant}}}},
              program, :entry, [key])
A run that omits a declared binding, names an undeclared one, or supplies a
different module fails before guest code starts. state never reaches the
guest, so secrets, tenant ids, and connection handles belong there.
Export options
An export may carry options as a third tuple element,
{name, arity, opts}:
	:limits — term limits applied to the call's arguments and return
value (same keys as manifest limits)
	:nondeterministic — true marks the call as nondeterministic; the
manifest must then enable capabilities.nondeterminism
	:effects — free-form effect labels recorded in the manifest
	:docs — %{moduledoc:, doc:, signature:} text served by the guest
code:get_doc/1 surface

Call contract
call/3 runs synchronously in the guest's process, inside the metered
call. Arguments arrive sanitized; the return value is sanitized before the
guest sees it. A raise or throw becomes a guest import fault.
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          @type export() :: {atom(), arity()} | {atom(), arity(), keyword() | map()}
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          @callback call(state :: term(), function :: atom(), args :: list()) :: term()
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          @callback exports() :: [export()]
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An immutable, content-addressed guest program.
Hyperlang.program/1,2 returns this struct. Treat it as an opaque value:
pass it to Hyperlang.run/4 or Hyperlang.module/1, and compare or cache
it by content_hash. The same source and manifest always produce an equal
program. metadata holds public program metadata (declared exports, the
normalized manifest summary and the source snapshot listing); it never
names generated modules or helpers.
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        t()

      


        An immutable compiled program value.
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          @type t() :: %Hyperlang.Program{
  artifact: term(),
  compiler_version: term(),
  content_hash: term(),
  manifest_hash: term(),
  metadata: term(),
  source_hash: term(),
  stdlib_version: term()
}


      


An immutable compiled program value.
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Host-owned resource scopes shared by runs, timers, channels and compilation.
Select a scope with spec.policy.scope, or wrap compilation in with_scope/2.
The default scope belongs to the host caller. configure/2 makes the calling
host its lifetime owner; its exit or close/1 reclaims the scope's resources.
Policy keys are max_concurrent_runs, max_concurrent_compiles, max_queue,
wait_ms, priority (:background or :latency), heap_words (aggregate),
compile_heap_words (one compile worker's heap, OTP compilation included),
rate and compile_rate (%{quota: reductions, period_ms: ms}), churn
(%{heap_words: growth_words, gcs: minor_collections, period_ms: ms}),
sample_ms, max_violations, max_channels, max_buffer_slots, and
max_code_pins (distinct code slots the scope's live actors may pin).
Same-scope nested calls borrow an ancestor's permit of the same kind; their
workers remain members and share heap, reduction, churn and wall accounting.
A nested compile still needs a compile permit when its ancestor only holds a
run permit. Cross-scope nesting takes an independent permit. Nested requests
that cannot acquire immediately return busy/admission_cycle, avoiding
circular waits across per-scope run/compile admission.
Per-scope admission counts live runs, including blocked runs. This is an
owner-selected lifetime policy, independent of node-wide runnable capacity.
Node-wide runtime permits bound guest execution. Channel send/recv/alt,
timer sleep, binding/syscall doors, nested calls and child/reply/monitor waits
release capacity before waiting and reacquire before guest execution resumes.
Native receives retain their existing permit for a probe bounded to one
millisecond (zero for after-zero), then release for any remaining wait.
Workers stay attached to all resource accounting while blocked.
Uncontended handoffs reserve an atomic ETS slot without a server call. The
runtime keeps one monitored lifetime record across waits; slot insertion also
records ownership, so death before the local commit cannot leak capacity.
A spawned run worker opens that lifetime with its membership and retires it,
with the run's live lease, when it detaches. An in-caller run is admitted,
attached and given a lifetime by one call. Detaching is a request the run
does not wait for; the run's later requests are ordered behind it. An
uncontended spawned run makes one admission call in its caller and one
Scope call in its worker; an uncontended in-caller run makes one call.
A queue gate prevents these reservations from overtaking queued work. Closed
lifetime records remain until the caller unregisters or dies, covering an
interrupted insertion racing closure. The runtime configuration is read at
startup and when the runtime becomes idle; changes do not resize live grants.
Runnable admission and reacquisition are FIFO within each priority class,
with one node-wide slot reserved for latency scopes. Their wait is unbounded
by wait_ms or max_queue; the run's wall deadline still applies. Closing or
terminating the scope returns a typed busy fault. Resumption is pinned to the
original scope lifetime, so closing and reusing a name cannot revive old work.
Suspended workers surrender capacity and reacquire before being resumed;
blocking cannot reset a scope's rate/churn counters or bypass suspension.
:runtime_concurrency configures total capacity (minimum two); the default is
max(256, 32 * schedulers_online). Latency-class scope calls use OTP priority
messages in Scope and Limits to avoid queued background bookkeeping. Their
callers wait for the reply at high process priority and drop back on
wake-up; a latency-class worker also starts at high and takes normal
before any other work. Scope and Limits wake at high only while idle and
handle every message at normal, so a backlog or a long handler competes
at normal and runs at most one time slice at high. Guest code never runs
above its class. A
monitored control sampler per scope inspects processes outside the shared
admission server, so a busy broker or worker cannot stall latency requests.
Stale samples cannot replace newer observations or cross member lifetimes.
Channel and buffer quotas are serialized in a controller for each scope,
including start-channel reservations and bulk alias admission. Each controller
owns its scope's counters row in a shared table and replaces only a row it
still owns, so a closed or reused name cannot be revived by a late
publication. A quiet controller hibernates. Allocation and free never
enter the shared Scope mailbox. Channel-only sampling stays local; configured
rate/churn policies and heap violations report to Scope for enforcement.
Worker sampling still combines worker and channel heaps in one scope budget.
Cumulative CPU/churn totals survive free, so short-lived brokers retain their
charges. Registry bills measured hot-path reductions to the scope controller.
Throttled allocation waits outside Registry and holds no runnable permit.
Channel brokers, control samplers and host allocation/free bookkeeping use
their allocating scope's priority class. Broker startup is partitioned by
scope and priority; retirement never blocks the shared supervisor. A protected
host that cannot be preempted retains its runnable permit after
closure/termination until it returns, blocks or exits.
Compile heaps are bounded separately by compile_heap_words and do not
consume the run aggregate heap or churn budget. Compile reductions still
consume compile_rate, and node-wide compile admission remains mandatory.
Scope enforcement never kills or suspends the owner or an in-caller host.
Those calls report busy/scope_terminated or busy/scope_closed on return;
arbitrary trusted host callbacks must cooperate to return control. Explicit
in-caller wall/reduction expiry likewise returns a typed fault on return,
rather than terminating the trusted host process. Engine-owned OTP actor
callbacks remain preemptible even though they run in their actor's process.
Offending scopes are suspended until refill and terminated after repeated
violations. Measurement is sampled; OS/node isolation is still necessary
for hostile tenants and native work that does not yield to the scheduler.
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        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        close(scope)

      


        Close a scope, killing its workers and cancelling timers and channels.



    


    
      
        configure(scope, policy)

      


        Configure a scope owned by the calling host. Invalid policies fail closed.



    


    
      
        current()

      


        Return the current host scope, defaulting to the calling host's lifetime.



    


    
      
        stats(scope)

      


        Return host-only admission and throttle counters, without guest or binding data.



    


    
      
        with_scope(scope, fun)

      


        Run host work under a scope, restoring any enclosing scope afterwards.
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      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      close(scope)



        
          
        

    

  


  

Close a scope, killing its workers and cancelling timers and channels.

  



  
    
      
    
    
      configure(scope, policy)



        
          
        

    

  


  

Configure a scope owned by the calling host. Invalid policies fail closed.

  



  
    
      
    
    
      current()



        
          
        

    

  


  

Return the current host scope, defaulting to the calling host's lifetime.

  



  
    
      
    
    
      stats(scope)



        
          
        

    

  


  

Return host-only admission and throttle counters, without guest or binding data.

  



  
    
      
    
    
      with_scope(scope, fun)



        
          
        

    

  


  

Run host work under a scope, restoring any enclosing scope afterwards.
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Typed channels and alt for syscall hosts.
These are the Dis channel primitives that a ported Limbo userland needs,
with the semantics of the Inferno interpreter. Guests reach them through
the sys:* facade (newchan, csend, crecv, alt). Hosts call this
module directly to create, alias and close channels on a guest's behalf.
What this ports
This is the BEAM home of the Dis channel primitives from libinterp/xec.c
(isend, irecv, cqadd/cqdel, cgetb/cputb) and libinterp/alt.c
(altrdy/altcomm/altdone). In Dis those ops run inside the single-threaded
interpreter loop, so a channel operation is atomic w.r.t. every other Prog: a
send either hands its value to a waiting receiver and wakes it, or blocks the
sender on the channel's send queue; a receive is symmetric; alt commits
exactly one ready op atomically.
On the BEAM each Inferno Prog is its own BEAM process (a hyperlang guest
worker), so the atomicity that Dis got from a single interpreter thread is
recovered by making each channel a serialising OTP process (the broker).
The broker pid is the C Channel*. Every csend/crecv/alt/nbsend/
nbrecv is one GenServer.call into the broker, so all the rendezvous
bookkeeping (which Prog is parked on send/recv, the buffer ring) happens
one message at a time — exactly the Dis invariant. The calling Prog's worker
process is what blocks (it waits for the broker's reply), never a busy-wait.
Rendezvous (unbuffered, size == 0)
isend: if a receiver is already parked (c->recv->member != nil) hand the value
over directly and wake it; else park the sender on c->send and block. irecv
is the mirror. Exactly one value is handed off per matched pair — no loss, no
double-take — because the broker matches under its single-process serialisation.
Buffered (size > 0)
A ring buffer of size slots (cputb/cgetb). Send blocks only when the
buffer is full AND no receiver waits; recv blocks only when the buffer is empty
AND no sender waits. A waiting receiver still takes precedence over the buffer
for a fresh send (matching isend: it checks c->recv->member before cputb).
alt
alt(ops) is Dis altrdy+altcomm+altdone: scan the ops, collect the set
that can fire right now; if any are ready, pick one fairly (uniformly at
random over the ready set, the BEAM stand-in for Dis's run-queue order) and
perform exactly that communication. If none are ready and there is a *
default, take it without blocking; otherwise the caller blocks until one op
becomes ready, then commits exactly one. nbsend/nbrecv are alt with a
single op plus a default.
Handles cross the guest boundary as integers, not pids
A broker pid cannot cross the hyperlang term boundary — the sanitizer rejects
pids, ports and refs as forbidden terms. So,
exactly like a file descriptor, a channel is handed to the guest as an opaque
non-negative integer handle. The handle → broker-pid map lives in a registry
keyed by the caller's opaque channel scope. The OS installs the
:guest_channel_scope hook when it wants guest-facing operations to resolve
handles; kernel clients can still pass raw broker pids directly.
What is DROPPED (Dis/BEAM already provides it)
	The Dis heap Channel type, H2D/D2H tagged-pointer plumbing, the
mover/mid/Type copy machinery, and freechan — BEAM terms are copied
by message-passing and reclaimed by GC.
	Tarray-of-channels alt arms (==> over an array of channels); alt
here takes a flat op list.
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        alias_handle(from_scope, to_scope, handle)

      


        Install handle in to_scope when it is a live channel capability in
from_scope.



    


    
      
        alt(ops)

      


        Non-deterministic select over ops. See module doc for the op/return shapes.



    


    
      
        alt_raw(ops)

      


        Non-deterministic select without stripping the channel payload transport envelope.



    


    
      
        broker?(pid)

      


        True when pid is one of this module's channel broker processes.



    


    
      
        close_broker(broker)

      


        Close an ephemeral broker and remove every registry handle that points at it.



    


    
      
        close_scope(scope)

      


        Release the channel set owned by scope. Drops the scope's handle->broker
registry entries and TERMINATES every broker that is no longer referenced by
any other scope (a FORKNS-shared broker survives until its last scope closes).
Without this a closed lifetime leaks both
the broker process (under BrokerSupervisor) and a stale registry entry that
still resolves. A no-op if the registry is not started.



    


    
      
        cnewc(t, mover, len)

      


        cnewc(t, mover, len) (libinterp/xec.c) — allocate a fresh typed channel with
len buffer slots (len > 0 = buffered, as devsrv uses for its reply/request
channels). t is the Dis value Type* (here the type TAG :rread/:rwrite/
:fileio_read/:fileio_write — the heap GC type is DROPPED, only the tag is
carried); mover is movtmp(). Returns the broker PID = the C Channel*.



    


    
      
        crecv(c)

      


        Receive a value from channel broker c, blocking until one is available.
Returns the value.



    


    
      
        crecv_raw(c)

      


        Receive a value without stripping the channel payload transport envelope.



    


    
      
        csend(c, v)

      


        Send v on channel broker c, blocking (rendezvous / buffer-full) until the
value is taken or buffered. Returns :ok.



    


    
      
        csendalt(c, value, len)

      


        csendalt(c, value, len) (libinterp/xec.c) — a NON-BLOCKING send used by
devsrv's srvunblock to push a sentinel request onto a server's read/write
channel without parking. In Dis it grows the channel buffer if needed
(heaparray(t, len)) so the isend it performs never blocks. Faithful
mapping: hand the value to a parked receiver / armed alt-recv waiter if one is
ready, else buffer it (growing past size as needed — the Dis buffer-grow).
Always succeeds (returns 1, as the C returns 1 on the buffered path); c is
the broker PID, len the requested buffer length (-1 = grow on demand).



    


    
      
        current_scope()

      


        Resolve the current guest channel scope through the :guest_channel_scope
app-env hook.



    


    
      
        ensure_started()

      


        Start the channel registry and broker supervisor (idempotent).



    


    
      
        fork_scope(new_scope, old_scope)

      


        pctl(FORKNS) channel carry-over. Inferno channels are heap objects shared
across a proc and its children regardless of the namespace group, and FORKNS
reshapes only the namespace (Pgrp.scopecpy), never the channel set. So when
the namespace scope is replaced by a fresh one, re-key the forking proc's live
channel handles from old_scope into new_scope (same handle ints, same broker
pids) so its existing handles still resolve in the child. A no-op if either
scope is nil or the registry is not started.



    


    
      
        freechan(scope, handle, broker)

      


        Free a channel alias, revoking it and releasing its scope quota before return.
A broker shared by another scope remains alive. The last alias schedules
retirement in the broker itself, so the allocator never waits on broker
supervision or a close hook. The hook runs once when retirement completes.
Scope closure still waits for that lifetime's orphaned brokers directly.



    


    
      
        guest_channel_value(value, from_scope, to_scope)

      


    


    
      
        handle_for(scope, broker)

      


        Expose an existing channel broker through scope's integer-handle registry.



    


    
      
        link_fileio_pair(read, write)

      


        Pair the read/write brokers of one Sys->FileIO.



    


    
      
        movtmp()

      


        The movtmp mover sentinel (libinterp/xec.c movtmp). In Dis the channel
mover is a function pointer driving the typed value copy during send/recv;
on the BEAM message passing already copies the term by value, so the mover is
an opaque marker passed to cnewc/3 (kept 1:1 so cnewc(t, movtmp(), n)
reads as in the reference). DROPPED: the memmove/freeptrs/incmem copy.



    


    
      
        nbrecv(c)

      


        Non-blocking recv: alt with one recv op and a default. {:ok, v} | :empty.



    


    
      
        nbsend(c, v)

      


        Non-blocking send: alt with one send op and a default. true if sent.



    


    
      
        newchan(size)

      


        Create a channel of size buffer slots (0 = unbuffered/rendezvous) in process
scope. Returns {handle, broker_pid}; the handle is the opaque integer the
guest holds, the pid is the broker.



    


    
      
        newchan(size, classification)

      


    


    
      
        newchan(scope, size, classification)

      


    


    
      
        resolve(scope, handle)

      


        Resolve a channel handle to its broker pid within scope, or nil.



    


    
      
        retype(c, hook)

      


        retype(c, hook) — the BEAM home of devsrv's srvretype heap-type swap
(libinterp freetype(h->t); h->t = t; t->ref++; c->aux = f). In Dis the swap
installs the close-hook (Trdchan/Twrchan's free callback =
freerdchan/freewrchan) and binds c->aux = f (the SrvFile*). The Dis
heap type / refcount is DROPPED (BEAM GC); the surviving behaviour is the
close-hook binding: hook is {module, fun, aux}, invoked as
module.fun(aux, swept) when the broker is collected (its owning process
exits → the broker's terminate/2). c is the broker PID.



    


    
      
        start_registry()

      


        Same as ensure_started/0.



    


    
      
        with_broker(scope, handle, fun)

      


    





      


      
        Functions


        


  
    
      
    
    
      alias_handle(from_scope, to_scope, handle)



        
          
        

    

  


  

Install handle in to_scope when it is a live channel capability in
from_scope.
Guest channel messages can carry channel handles created after pctl(FORKNS).
The handle is still the same Inferno heap-channel capability, but the receiving
Prog may be in a different namespace scope. Aliasing only from a scope that
already owns the handle preserves the capability boundary while letting the
handle cross explicitly in a channel payload.

  



  
    
      
    
    
      alt(ops)



        
          
        

    

  


  

Non-deterministic select over ops. See module doc for the op/return shapes.

  



  
    
      
    
    
      alt_raw(ops)



        
          
        

    

  


  

Non-deterministic select without stripping the channel payload transport envelope.

  



  
    
      
    
    
      broker?(pid)



        
          
        

    

  


  

True when pid is one of this module's channel broker processes.

  



  
    
      
    
    
      close_broker(broker)



        
          
        

    

  


  

Close an ephemeral broker and remove every registry handle that points at it.
This is the BEAM counterpart of devsrv's destroy(rc/wc) for per-request
Rread/Rwrite reply channels after the kernel receives the reply.

  



  
    
      
    
    
      close_scope(scope)



        
          
        

    

  


  

Release the channel set owned by scope. Drops the scope's handle->broker
registry entries and TERMINATES every broker that is no longer referenced by
any other scope (a FORKNS-shared broker survives until its last scope closes).
Without this a closed lifetime leaks both
the broker process (under BrokerSupervisor) and a stale registry entry that
still resolves. A no-op if the registry is not started.

  



  
    
      
    
    
      cnewc(t, mover, len)



        
          
        

    

  


  

cnewc(t, mover, len) (libinterp/xec.c) — allocate a fresh typed channel with
len buffer slots (len > 0 = buffered, as devsrv uses for its reply/request
channels). t is the Dis value Type* (here the type TAG :rread/:rwrite/
:fileio_read/:fileio_write — the heap GC type is DROPPED, only the tag is
carried); mover is movtmp(). Returns the broker PID = the C Channel*.
Unlike newchan/2 this does NOT install the channel in a scope handle registry:
these are kernel-internal Channel*s held by devsrv directly, never crossing
the guest term boundary.

  



  
    
      
    
    
      crecv(c)



        
          
        

    

  


  

Receive a value from channel broker c, blocking until one is available.
Returns the value.

  



  
    
      
    
    
      crecv_raw(c)



        
          
        

    

  


  

Receive a value without stripping the channel payload transport envelope.
This is only for the guest boundary, which must inspect the source scope before
exposing nested channel handles back to a guest.

  



  
    
      
    
    
      csend(c, v)



        
          
        

    

  


  

Send v on channel broker c, blocking (rendezvous / buffer-full) until the
value is taken or buffered. Returns :ok.

  



  
    
      
    
    
      csendalt(c, value, len)



        
          
        

    

  


  

csendalt(c, value, len) (libinterp/xec.c) — a NON-BLOCKING send used by
devsrv's srvunblock to push a sentinel request onto a server's read/write
channel without parking. In Dis it grows the channel buffer if needed
(heaparray(t, len)) so the isend it performs never blocks. Faithful
mapping: hand the value to a parked receiver / armed alt-recv waiter if one is
ready, else buffer it (growing past size as needed — the Dis buffer-grow).
Always succeeds (returns 1, as the C returns 1 on the buffered path); c is
the broker PID, len the requested buffer length (-1 = grow on demand).

  



  
    
      
    
    
      current_scope()



        
          
        

    

  


  

Resolve the current guest channel scope through the :guest_channel_scope
app-env hook.
The hook may be a zero-arity function or {module, function}. Missing or bad
hooks fail closed with {:error, :no_scope}.

  



  
    
      
    
    
      ensure_started()



        
          
        

    

  


  

Start the channel registry and broker supervisor (idempotent).
This runtime starts on first use, so channel operations do not require the
OTP application tree to have been booted.

  



  
    
      
    
    
      fork_scope(new_scope, old_scope)



        
          
        

    

  


  

pctl(FORKNS) channel carry-over. Inferno channels are heap objects shared
across a proc and its children regardless of the namespace group, and FORKNS
reshapes only the namespace (Pgrp.scopecpy), never the channel set. So when
the namespace scope is replaced by a fresh one, re-key the forking proc's live
channel handles from old_scope into new_scope (same handle ints, same broker
pids) so its existing handles still resolve in the child. A no-op if either
scope is nil or the registry is not started.

  



  
    
      
    
    
      freechan(scope, handle, broker)



        
          
        

    

  


  

Free a channel alias, revoking it and releasing its scope quota before return.
A broker shared by another scope remains alive. The last alias schedules
retirement in the broker itself, so the allocator never waits on broker
supervision or a close hook. The hook runs once when retirement completes.
Scope closure still waits for that lifetime's orphaned brokers directly.

  



  
    
      
    
    
      guest_channel_value(value, from_scope, to_scope)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_for(scope, broker)



        
          
        

    

  


  

Expose an existing channel broker through scope's integer-handle registry.
Used when a kernel-internal FileIO request carries a reply Channel* to guest
code: the kernel keeps the broker pid, while the guest receives a scoped int
handle and replies through the normal sys:send/alt path.

  



  
    
      
    
    
      link_fileio_pair(read, write)



        
          
        

    

  


  

Pair the read/write brokers of one Sys->FileIO.
Inferno's freeFileIO destroys both channel fields together. The BEAM port
uses integer scope handles for the guest view, so the channel brokers need an
explicit peer link: when the server Proc that first receives from either side
exits, the broker tears down its peer too, causing both devsrv close hooks to
run.

  



  
    
      
    
    
      movtmp()



        
          
        

    

  


  

The movtmp mover sentinel (libinterp/xec.c movtmp). In Dis the channel
mover is a function pointer driving the typed value copy during send/recv;
on the BEAM message passing already copies the term by value, so the mover is
an opaque marker passed to cnewc/3 (kept 1:1 so cnewc(t, movtmp(), n)
reads as in the reference). DROPPED: the memmove/freeptrs/incmem copy.

  



  
    
      
    
    
      nbrecv(c)



        
          
        

    

  


  

Non-blocking recv: alt with one recv op and a default. {:ok, v} | :empty.

  



  
    
      
    
    
      nbsend(c, v)



        
          
        

    

  


  

Non-blocking send: alt with one send op and a default. true if sent.

  



  
    
      
    
    
      newchan(size)



        
          
        

    

  


  

Create a channel of size buffer slots (0 = unbuffered/rendezvous) in process
scope. Returns {handle, broker_pid}; the handle is the opaque integer the
guest holds, the pid is the broker.

  



  
    
      
    
    
      newchan(size, classification)



        
          
        

    

  


  


  



  
    
      
    
    
      newchan(scope, size, classification)



        
          
        

    

  


  


  



  
    
      
    
    
      resolve(scope, handle)



        
          
        

    

  


  

Resolve a channel handle to its broker pid within scope, or nil.

  



  
    
      
    
    
      retype(c, hook)



        
          
        

    

  


  

retype(c, hook) — the BEAM home of devsrv's srvretype heap-type swap
(libinterp freetype(h->t); h->t = t; t->ref++; c->aux = f). In Dis the swap
installs the close-hook (Trdchan/Twrchan's free callback =
freerdchan/freewrchan) and binds c->aux = f (the SrvFile*). The Dis
heap type / refcount is DROPPED (BEAM GC); the surviving behaviour is the
close-hook binding: hook is {module, fun, aux}, invoked as
module.fun(aux, swept) when the broker is collected (its owning process
exits → the broker's terminate/2). c is the broker PID.

  



  
    
      
    
    
      start_registry()



        
          
        

    

  


  

Same as ensure_started/0.

  



  
    
      
    
    
      with_broker(scope, handle, fun)



        
          
        

    

  


  


  


        

      


  

  
    
    Hyperlang.Limits - Hyperlang v0.1.0
    
    

    


  
  

    
Hyperlang.Limits 
    



      
Process-group limits for confined code.
A group owns a reduction rate, a total reduction ceiling, and any processes
attached to it. A single watchdog samples every live member, suspends a
group after its period quota is spent, resumes it at rollover, and
terminates members that cross a ceiling. Each member's wall deadline is a
dedicated timer.
Hyperlang.run/4 manages its own groups. Syscall hosts use this module to
meter processes they spawn for a guest: create a group with group/1,
attach/3 the process, and delete/1 the group when its owner is done.
The process that calls group/1 owns the group; its exit deletes it.
Limit keys are rate (%{quota: reductions, period_ms: ms}), ceiling
(total reductions), wall_ms, heap_words and max_procs (guest-spawned
children; 0 admits none). :infinity or nil means unbounded.

      


      
        Summary


  
    Types
  


    
      
        group()

      


    





  
    Functions
  


    
      
        attach(group, pid, opts)

      


        Attach pid to group with per-member limits (wall_ms, heap_words,
ceiling).



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        delete(group)

      


        Destroy a group and kill its remaining guest processes. Idempotent.



    


    
      
        detach(group, pid)

      


        Stop metering pid and release its member slot.



    


    
      
        detach_children(group)

      


        Terminate every guest-spawned member of group, freeing its spawn slots.
A child cannot survive the lifetime of the run that owns its accounting.



    


    
      
        group(limits)

      


        Create a group with limits, owned by the calling process.



    


    
      
        limit(group, limits)

      


        Replace the limits of a live group. Returns {:error, :closed} for a deleted group.



    


    
      
        stat(group)

      


        Return host-only reduction, throttle and member counters for group.



    





      


      
        Types


        


  
    
      
    
    
      group()



        
          
        

    

  


  

      

          @type group() :: %Hyperlang.Limits.Group{id: term(), limits: term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      attach(group, pid, opts)



        
          
        

    

  


  

      

          @spec attach(group(), pid(), map() | keyword()) :: :ok | {:error, :eagain}


      


Attach pid to group with per-member limits (wall_ms, heap_words,
ceiling).
Returns {:error, :eagain} when the group's max_procs is exhausted.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      delete(group)



        
          
        

    

  


  

      

          @spec delete(group()) :: :ok


      


Destroy a group and kill its remaining guest processes. Idempotent.

  



  
    
      
    
    
      detach(group, pid)



        
          
        

    

  


  

      

          @spec detach(group(), pid()) :: :ok


      


Stop metering pid and release its member slot.

  



  
    
      
    
    
      detach_children(group)



        
          
        

    

  


  

      

          @spec detach_children(group()) :: :ok


      


Terminate every guest-spawned member of group, freeing its spawn slots.
A child cannot survive the lifetime of the run that owns its accounting.

  



  
    
      
    
    
      group(limits)



        
          
        

    

  


  

      

          @spec group(map() | keyword()) :: group()


      


Create a group with limits, owned by the calling process.

  



  
    
      
    
    
      limit(group, limits)



        
          
        

    

  


  

      

          @spec limit(group(), map() | keyword()) :: :ok | {:error, :closed}


      


Replace the limits of a live group. Returns {:error, :closed} for a deleted group.

  



  
    
      
    
    
      stat(group)



        
          
        

    

  


  

      

          @spec stat(group()) :: %{
  usage_reductions: non_neg_integer(),
  nr_throttled: non_neg_integer(),
  procs: non_neg_integer(),
  max_procs: non_neg_integer() | nil
}


      


Return host-only reduction, throttle and member counters for group.

  


        

      


  

  
    
    Hyperlang.SyscallHost - Hyperlang v0.1.0
    
    

    


  
  

    
Hyperlang.SyscallHost behaviour
    



      
The host syscall door contract.
A host (for example the hyperbob_os kernel) supplies guest syscalls as a bound
module rather than an anonymous closure: {module, state} where module
implements this behaviour and state is an opaque host term resolved when
the instance/eval is wired. Every guest syscall is then a single static
remote call:
module.syscall(state, operation, args)
Return-value convention:
	any term — the syscall value, passed back to the guest facade as-is
(Plan 9 C-style values: fd integers, {n, bytes}, 0/-1, nil)
	{:hyperlang_syscall_error, reason} — a host-side denial or failure,
surfaced to the runtime as {:error, reason}

Closures remain supported for tests and ad-hoc hosts: normalize/2 wraps a
2- or 3-arity closure in an internal adapter module automatically.

      


      
        Summary


  
    Types
  


    
      
        op()

      


    


    
      
        state()

      


    





  
    Callbacks
  


    
      
        opaque_spawn_args?(state)

      


        Return true only when sys:spawn argv is an opaque same-program guest transfer.



    


    
      
        syscall(state, op, args)

      


    





  
    Functions
  


    
      
        get_state()

      


        Read the per-eval host state (door-side accessor).



    


    
      
        normalize(host, host_scope \\ nil)

      


        Normalize a host-supplied :syscall option into {module, state}.



    


    
      
        put_state(state)

      


        Replace the per-eval host state (door-side accessor).



    





      


      
        Types


        


  
    
      
    
    
      op()



        
          
        

    

  


  

      

          @type op() :: atom()


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: term()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      opaque_spawn_args?(state)


        (optional)


        
          
        

    

  


  

      

          @callback opaque_spawn_args?(state()) :: boolean()


      


Return true only when sys:spawn argv is an opaque same-program guest transfer.
The runtime still validates the spawned export name, argv list shape, and opts,
but it does not recursively project the argv into public host terms. This is
for scheduler-style hosts such as hyperbob_os, where spawn immediately
re-enters the same verified guest program with those args and the host does
not inspect or retain the payload as host data. Ad-hoc function hosts and
bindings that consume argv as ordinary host input must leave this callback
undefined or return false.

  



  
    
      
    
    
      syscall(state, op, args)



        
          
        

    

  


  

      

          @callback syscall(state(), op(), args :: list()) :: term()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      get_state()



        
          
        

    

  


  

      

          @spec get_state() :: state()


      


Read the per-eval host state (door-side accessor).

  



    

  
    
      
    
    
      normalize(host, host_scope \\ nil)



        
          
        

    

  


  

      

          @spec normalize(term(), term()) :: {module(), state()} | nil | :error


      


Normalize a host-supplied :syscall option into {module, state}.
Accepts a {module, state} pair, a 2-arity closure fun.(op, args), or a
3-arity closure fun.(op, args, host_scope); returns nil when no host is
attached and :error for anything else.

  



  
    
      
    
    
      put_state(state)



        
          
        

    

  


  

      

          @spec put_state(state()) :: :ok


      


Replace the per-eval host state (door-side accessor).

  


        

      


  

  
    
    Hyperlang.Check - Hyperlang v0.1.0
    
    

    


  
  

    
Hyperlang.Check 
    



      
Static whole-image checking for multi-module guest programs.
run/2 is host-side tooling, not a guest surface. The image is a map of
absolute virtual paths to source binaries, or a host directory that is read
with File. Every command and library in the image goes through the
standard compile pipeline under the image's own code-path resolution.
Findings are maps with :file, :line, :kind and :message. The kinds
are:
	:invalid_image: the image is not a path map or an existing directory.
	:read_error, :wrong_module, :compile_error: the standard pipeline
rejected a source. Compile errors carry the line and span when the
compiler attached one.
	:capability_not_granted: a library's derived capability set exceeds
the image manifest. The module loader applies the same gate.
	:unresolved_module: a code-path call names a module with no file in
any code-path directory of the image.
	:undefined_function: a code-path call targets an existing library at
a function and arity it does not export.
	:docs_missing: an enabled sticky stdlib module whose OTP docs chunk
cannot be produced host-side. Libraries are covered by construction,
because every verified artifact carries a docs chunk.

Module support is forced on for the pass. Checking an image under a
modules-disabled manifest would reject every code-path call as undeclared.

      


      
        Summary


  
    Functions
  


    
      
        run(image, manifest)

      


        Check every source in image against manifest.



    





      


      
        Functions


        


  
    
      
    
    
      run(image, manifest)



        
          
        

    

  


  

      

          @spec run(%{optional(String.t()) => binary()} | Path.t(), map()) ::
  {:ok, []} | {:error, [map()]}


      


Check every source in image against manifest.
Returns {:ok, []} when the image is clean, or {:error, findings}.

  


        

      


  

  
    
    Hyperlang.Manpage - Hyperlang v0.1.0
    
    

    


  
  

    
Hyperlang.Manpage 
    



      
Render a troff man(2) page for an allowlisted stdlib module.
The documentation text comes from the real OTP EEP-48 chunk returned by
:code.get_doc/1. The page lists only the {function, arity} pairs that
the Hyperlang stdlib allowlist admits, so it documents exactly what a guest
may call.
The output uses a small macro set: .TH NAME 2, .SH, .B, .I, .PP,
.IP, .EX/.EE and .nf/.fi. Doc-text lines that begin with a troff
control character (. or ') get a leading \&, and literal backslashes
are emitted as \e, so prose never parses as a macro.

      


      
        Summary


  
    Functions
  


    
      
        render(module)

      


        Render the man(2) page for module as iodata.



    





      


      
        Functions


        


  
    
      
    
    
      render(module)



        
          
        

    

  


  

      

          @spec render(atom() | binary()) :: {:ok, iodata()} | {:error, term()}


      


Render the man(2) page for module as iodata.
Returns {:ok, iodata} on success, or {:error, reason} when the module has
no OTP documentation chunk ({:error, {:no_doc_chunk, module, detail}}) or no
allowlisted exports ({:error, {:no_allowed_functions, module}}).

  


        

      


  

  
    
    Hyperlang.Test - Hyperlang v0.1.0
    
    

    


  
  

    
Hyperlang.Test 
    



      
Helpers for testing Hyperlang guests and the hosts that run them.
The kit plays the role vitest-pool-workers plays for Cloudflare Workers:
it compiles a guest, supplies fake bindings, runs exports, and starts
callback actors. It uses only the public door (Hyperlang.program/1,
Hyperlang.run/4, Hyperlang.module/1), so a test exercises exactly the
path production code takes.
import Hyperlang.Test

test "prices an item" do
  prog =
    program!("-module(shop).\n-export([result/1]).\nresult(Sku) -> catalog:price(Sku).\n",
      bindings: %{"catalog" => %{price: fn _sku -> 42 end}})

  assert {:ok, 42, meta} =
           run(prog, :entry, ["A1"], bindings: %{"catalog" => %{price: fn _ -> 42 end}})

  assert_stdout meta, []
end
Fake bindings
Wherever a binding is expected, the kit accepts a plain map of functions,
%{get: fn key -> ... end}. The function arity is the export arity. A
value may also be {fun, opts} to pass Hyperlang.Binding export options
such as nondeterministic: true. The kit backs each distinct export shape
with a generated Hyperlang.Binding module, so the same fake map at
compile time and at run time names the same module. Real bindings are
passed as a module (compile time) or {module, state} (run time).

      


      
        Summary


  
    Functions
  


    
      
        assert_stdout(subject, expected)

      


        Assert on guest stdout. subject is a run/4 result or its meta map.
expected is the list of chunks, a binary compared against the joined
chunks, or a regex matched against them.



    


    
      
        program(code, manifest \\ %{})

      


        Build a program. code is a source binary, or a source map
%{entry:, files:, manifest:} passed to Hyperlang.program/1 unchanged
except for fake bindings.



    


    
      
        program!(code, manifest \\ %{})

      


        Like program/2, but returns the program or raises with the diagnostics.



    


    
      
        run(target, export, args, opts \\ [])

      


        Run export through Hyperlang.run/4 and return the door result.



    


    
      
        run!(target, export, args, opts \\ [])

      


        Like run/4, but returns the value or raises with the error.



    


    
      
        start_actor!(program, arg, opts \\ [])

      


        Start the program's callback module as an unlinked GenServer and return
its pid. arg is the guest init/1 argument. Options are :bindings,
:policy, and :syscall, as for run/4; they become the actor's spec.



    





      


      
        Functions


        


  
    
      
    
    
      assert_stdout(subject, expected)


        (macro)


        
          
        

    

  


  

Assert on guest stdout. subject is a run/4 result or its meta map.
expected is the list of chunks, a binary compared against the joined
chunks, or a regex matched against them.

  



    

  
    
      
    
    
      program(code, manifest \\ %{})



        
          
        

    

  


  

      

          @spec program(binary() | map(), map() | keyword()) ::
  {:ok, Hyperlang.Program.t()} | {:error, [map()]}


      


Build a program. code is a source binary, or a source map
%{entry:, files:, manifest:} passed to Hyperlang.program/1 unchanged
except for fake bindings.
A binary with a -module(name) attribute becomes name.erl; any other
binary (a result/1 form list or an expression) becomes main.erl.
manifest is a manifest map or a keyword list; its bindings may hold
fake binding maps.

  



    

  
    
      
    
    
      program!(code, manifest \\ %{})



        
          
        

    

  


  

      

          @spec program!(binary() | map(), map() | keyword()) :: Hyperlang.Program.t()


      


Like program/2, but returns the program or raises with the diagnostics.

  



    

  
    
      
    
    
      run(target, export, args, opts \\ [])



        
          
        

    

  


  

      

          @spec run(
  Hyperlang.Program.t() | binary() | map(),
  atom() | binary(),
  list(),
  keyword()
) ::
  {:ok, term(), map()} | {:error, term()}


      


Run export through Hyperlang.run/4 and return the door result.
target is a program or source code; code is compiled with program/2
using opts[:manifest] plus the binding modules named by
opts[:bindings]. Options:
	:bindings — %{name => fake_map | {module, state}}

	:policy — the run policy (map or keyword list)
	:syscall — the host syscall door
	:manifest — manifest for code targets


  



    

  
    
      
    
    
      run!(target, export, args, opts \\ [])



        
          
        

    

  


  

      

          @spec run!(
  Hyperlang.Program.t() | binary() | map(),
  atom() | binary(),
  list(),
  keyword()
) :: term()


      


Like run/4, but returns the value or raises with the error.

  



    

  
    
      
    
    
      start_actor!(program, arg, opts \\ [])



        
          
        

    

  


  

      

          @spec start_actor!(Hyperlang.Program.t(), term(), keyword()) :: pid()


      


Start the program's callback module as an unlinked GenServer and return
its pid. arg is the guest init/1 argument. Options are :bindings,
:policy, and :syscall, as for run/4; they become the actor's spec.
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